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(57) A system for pemiiltir^ only an authentic user 
to play a desired application cont^ned in a distributed 
appUxcst^an package in one of predetermined operation, 
e.g.. free play mode, charged mode. Bntit-attached play 
mode, etc. The system con^prises a cfient for playing an 
application under the control of a server connected with 
the dient through a conwnunication network. The appli- 
cation package (the volume) includes a distribution 
desaiptor which contains mode codes assigned to the 
volume and ^e applications of the volume. The data of 
distribution descriptor is decided and stored in the 
descriptor at the time of distribution of the volume. This 
feature makes the system flexible. There is also dis- 
closed a system operatabte without communicating with 
a server. 
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Description 

BAnK^ROUND OF THE INVENTION 
5 1 . Field of the Invention 

The invention generally relates to a security system and, more specifically, to a method and system for permitting 
an authentic user to use charged information which has been distributed via package or transmission media while 
charging and controlling the use of distributed charged information. 

10 

2, Description of the Prior Art 

In order to use charged information such as music, movies, games, etc. provided by infornr^ation providers that pro- 
vide various programs of such charged Information, a user has generally to take two steps. In the first step (or obtaining 

IS step), the user obtains a desired program from one of the information providers by purchasing a package media such 
as an FD (floppy disc), an optical disc (e.g.. CD-ROM (compact disc read only memory) and DVD (digital versatile disc 
or video disc)), etc. on which the desired program is recorded (off-line distribution or obtaining) or by down loading the 
desired program from the server conputer of an information provider through a predetermined procedure (on-line dis- 
tribution or obtaining). In case of the on-line obtaining, the user may either play the program while obtaining it (i.e., the 

20 two steps are executed in parallel) or store the program while obtaining it in the first step and execute the program later 
as the second step (or using step). In case of the off-line obtaining, in the second step the user loads the obtained 
recording media into an appropriate dey/ice and directly plays (or executes) the program or once stores the program into 
the memory of the device and then plays the program. 

Japanese Patent unexamined publication Na Hei7-295674 (1995) discloses a security system for use in the sec- 

55 ond or using step for a CD-ROM. In this system, the user can use encrypted information which is recorded together with 
a public key of a toll center (a center public key) on a CD-ROfyfl by encrypting with the center public key and sending a 
code of desired program included in the information and a user-generated key to the information provider and by 
decrypting the information with an encryption key which has been enaypted with the user-generated key and sent by 
the information provider. However, the identity of the user is not verified, permitting a mala fide user who have obtained 

30 other person's CD-ROM to use it Further, the center public key is pressed together with the encrypted information on 
the CD-ROM. This makes it difficult to change the center public key Also, this causes different providers who probably 
want to use different center public keys to force the CD-ROM manufacturer to use different masters (or stampers) in 
pressing the CD-ROMs. 

Japanese Patent unexamined publication No. Hei7-288519 (1995) discloses a security system for use in both the 
35 first and second steps. However, this system is only applicable to a system in which charged information is distributed 
on line. 

Japanese Patent unexamined publication No. Hei8-54951 (1 996) discloses a system in which the quantity of used 
software is monitored, and further software use by the user is impeded if the quantity exceeds a predetermined quantity. 
Since a dedicated hardware is necessary for impeding of software use, this system is only suitable for the use in a 
40 server In a on-line distribution system. 

There is also a system for permitting a user to use. only for a trial period, software which has been distributed with 
data defining the trial period. In this system, a mala fide user may make the software reusable by installing the software 
again or setting the user system clock for a past time. 

There are these and other programs in the art. It is an object of the invention to provide a system for permitting only 
45 an authentic user (a user who have legally obtained charged information either on line or off line from an information 
provider) to use the charged Information without any limitation, charging for each time of its use, or within the tolerance 
of a use-limiting factor (e.g.. the quantity used, the days elapsed since the day of its purchase or the current date) 
according to the type of the charged information. 

50 SUMMARY OF THE INVENTION 

According to the principles of the invention, it is assumed that charged information or an application package is dis- 
tributed, either via package (or recording) media or via transmission media, together with at least control information 
such as a media title and a media code, etc. However, an illustrative embodiment will be described mainly in conjunction 
55 with charged information recorded on and distributed by means of the DVD. 

For any type of charged information, charged information has been encrypted with a key and recorded on a DVD 
when obtained by a user. If distributed charged information to be played is of the limitlessly playable type, the charged 
information processing is achieved in the following way: the key is first obtained in a user public key-encrypted form from 
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the DVD on which the key has been recorded at the time of selling the DVD; the user public key-encrypted key is 
decrypted with a user secret key stored in a IC card into a deaypted key; and the encrypted charged infornration is 
decrypted with the decrypted key and consumed (that is. played or executed). The user-public key-encrypted key may 
be obtained on line from the server serving the client (device). 

If distributed charged information to be played is of the usage-sensitive charging type, the user is charged for each 
time of using the information. In this case, prior to processing the charged information, the client double-encrypts and 
sends a user's credit card number to one of the to 11 servers of the provider o1 the information; the server adds an 
amount (e.g.. play time or duration) used associated with the information to the value in a total amount (softvjrare meteO 
field in a volume data table, and sends the updated total amount value to the client; and the client displays the updated 
total amount. Then the client starts the charged information processing. 

If distributed charged information to be played is of the limit-attached type, that is. the use of the in ormation is to 
be limited by the tolerance of a certain limiting factor concerning the Information consumption, then the client is permit- 
ted to consume the charged information only if the use-limiting factor is within the preset limit. In case of this type of 
charged information, prior to processing the charged information, the client sends the identifier (ID) code of a user spec- 
ified application which is recaded on the DVD to the server; on receiving the ID code the sever tests if the yse-limrting 
factor associated with the user specified application is within the preset limit: H not. then the server informs the client of 
the test result, and the client displays the test result; if the test was successful, then the server updates the meter (or 
integrated value) of the use-limiting factor and sends the updated value to the client: and in response to the reception 
of the updated value the client displays the updated value. Then the client starts the charged information processing. 

BRIEF DESCRIPTION OF T HE DRAWING 

Further objects and advantages of the present invention will be apparent from the following description of the pre- 
ferred embodiments of the invention as illustrated in the accompanying drawings. In the drawing. 

FIG 1 is a block diagram showing an arrangement of a system for permitting a user to use a distributed application 
package on the terms of use of the package with a higher security according to a first illustrative embodiment of the 

FIG. 2 is a diagram showing an exemplary structure of an application (or a charged information) package recorded 
on a DVD used in the inventive system; . * 

FIGs. 3 and 4 are diagrams showing, in a detailed form, exemplary data structures of the volume descriptor 22 and 
the distribution descriptor 23. respectively; ^ r>v/r> ^- *^ 

FIG. 5 is a flow chart of a volume control program for playing the application(s) recorded on the DVD according to 
the principle of the invention; i_ . t-ir^ ^ 

FIG. 6A is a diagram showing an exemplary structure of a volume data table stored in a server shown in FIG. l ; 
FIG 6B is a diagram showing an exemplary structure of a application data table stored in a server 8; 
FIG. 7 Is a diagram showing a structure of a server table 75 stored in the EEPROM 103 of the client 2; 
FIGs. 8A and 88 are flow charts of initial routines executed interactively by the client 2 and the server 8. respec- 
tively, at the beginning of the processes 650. 700 and 800. 

FIG. 9 is a flow chart showing a procedure of a free play process shown as step 650 in FIG. 5. wherein connecting 
adjacent blocks by two flow lines indicates that each block is executed interactively by a client and an associated 
server* 

FIGs. 10A and 10B are flow charts jointly showing a procedure formed of exemplary expected play time informing 
routines interactively executed; , ^ * ^ ^ 

FIGs. 1 1 A and 1 1 B are flow charts jointly showing a procedure formed of exemplary timed play and metered usage 
report routines interactively executed for playing an application while timing the duration and displaying a timed play 
duration after the play; ^ ,. • • u 

FIGs. 1 2A and 1 2B are flow charts jointly showing a procedure formed of exemplary timed application-play subrou- 
tines interactively executed for playing the application while timing the duration; 

FIGs. 1 3 A and 1 3B are flow charts jointly showing a procedure formed of alternative timed application-play subrou- 
tines interactively executed in which timing of play time is achieved with a timer in the client: 
FIG. 14 is a flow chart of an exemplary application play subroutine called in steps 612 and 622 of FIGs. 12A and 
1 3A. respectively, and executed by the controller 100; 

FIG. 15 is a flow chart showing a procedure of a charged play process 700 shown as step 700 in FIG. 5. 
FIGs. 16A and 16B are flow charts jointly showing a procedure formed of exemplary expected charge informing 
routines interactively executed: , • w u 

FIGs. 17A and 178 are flow charts jointly showing a procedure formed of routines interactively executed in blocK 

650 of FIG. 15: 
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FIGs ISA and 18B are flow charts jointly showing a procedure formed of exemplary timed play and metered charge 
report routines interactively executed for playing an application while timing the duration and displaying a charge 
and a total amount of charges after the play; 

FIQ 19 is a flow chart showing a procedure interactively executed by the dient 2 and the server 8 in the operation 
s block 800 of FIG. 5. wherein blocks connected with two flow lines indicates that operation of the blocks is done by 

the two elements 2 and 8; ..... j • *u ^™ 

FIGs. 20A and 20B are a key-encrypting key table and a user's public key table, respectively, stored in the server. 

FIG, 20C Is a flow chart of a process for obtaining the application encrypting key from the server 8; 
10 FIG 21 is a block diagram of an exemplary decipherer-built-in IC card IF according to the invention; 

FIG. 22 is a diagram showing a decoder used in place of the decoder 126 of FIG. 21 in a system 1 using the 
cryptosystem of FIG. 20C; ^ .. u i 

FIG. 23 is a diagram for explaining the meanings of the terms-of-use (TOU) codes and the corresponding limit val- 

ues' 

IS - fig". 24 is a block diagram showing an arrangement of a system for playing a distributed application package on 
the terms of use of the package without communicating with any server according to a second illustrative embodi- 
ment of the Invention; ^ 1 .. ..rtA U 
FIG. 25 is a flow chart schematically showing an exemplary control program executed by the controller 1 00a shown 

20 FIGs^26*and 27 are flow charts showing an operation of a free play mode shown in step 650a of FIQ. 25 in a 
detailed form and a further detailed form, respectively; and 

FIG. 28 is a flow chart showing an operation of a limit-attached play mode shown in step 800a of FIG. 25. 
DETAILED DESCRIPTION OF THE PREFERRED F MBODIMENTS 

25 

For the sake of better understanding of the following description. *it will be useful to define some terms to be used. 

Charged information provided by an information provider may be distributed off-line fin off-line distribution) or on- 
line (in on-line distribution). In off-line distribution, the charged information is recorded on package media or recording 
media, and distributed through the sales network of the provider, that is, sold at stores in the sales network. The pack- 
30 age media include all sorts of portable recording media such as various types of magnetic discs, a vanety of optical 
memory discs (e.g.. CD, CD-ROM. DVD), and magnetic tapes and cartridges. In on-line distribution, the charged infor- 
mation is transmitted via transmission media from the servers at the service points of the provider and the distributors 
aligned with the provider to the client device (e.g.. PC (personal computer)) of the user who requested the charged 
information and stored in a recording media of the client (device). The transmission media include any telecommuni- 
35 cation channels which permit data communication between the sen/ers and the dient device. The package media and 
the transmission media are hereinafter refen-ed to en bloc as "distribution media". 

The charged information may be any type of software such as music, movies, games, etc. which are each referred 
to as an "application" without discrimination. The distribution unit of charged information is referred to as a "charged 
information package" or an "application package". There may be induded one or more applications in an application 
40 package. 

The present invention relates to a system for permitting a user to use a distributed application package on the terms 
of use of the package with a higher security. 

Embodiment I 

45 

For the purpose of simplidty. a first illustrative embodiment will be described in which package media, among other 
things, DVDs are used as distribution media. . 

FIG. 1 is a block diagram showing an arrangement of a system for permitting a user to use the application(s) 
recorded on a DVD on the terms of use of the DVD with a higher security according to the first illustrative embodiment 
so of the invention. In FIG. 1 . the system 1 comprises a client or DVD player 2 which plays a DVD 3, a telecommunication 
network 4. and a server 8 at a toll center of the provider 6 which provides the application package of the DVD 3. 

FIG. 2 is a diagram showing an exemplary structure of an application (or a charged inforn^tion) package 20 
recorded on the DVD 3 used in the inventive system 1. In FIG. 2. the application package 20 comprises at least one 
application 21 , a volume (or package) descriptor 22 comprising data concerning the application package 20. and a dis- 
ss tributton descriptor 23 comprising data which is determined mainly at the time of. e.g., distribution or sales after the 
pressing of the DVD 3. (The volume desaiptor 22 and the distribution descriptor 23 constitutes the volume control data 
of the volume 20.) In this embodiment it is assumed that a volume (or package) control program which contrds the use 
of the application package 20 in cooperation with the server 8 is induded in and distributed w^ith the application pad<age 



4 



25 



30 



3S 



EP0&40 194 A2 



20 Thus the application package 20 further comprises the paclage control program 24 suited for the terms of use of 
the pactege 20. The application(s) 21. the volume descriptor 22 and the package (or volutTie) control prograrn 24 are 
reLrdedin the data ar^ of the DVD 3 at the time of manufacturing the DVD 3. while the distnbut-on descriptor 23 .s 
recorded In the burst cutfing area at the time of. e.g.. sales of the DVD 3. 

FIGS 3 and 4 are diagrams showing, in a detailed form, exemplary data structures of the volume descriptor 22 and 
the distribution descriptor 23. respectively. In FIQ. 3. the volume descriptor 22 at least contains a volume identilier 
(VID„) 25 which the title of the application package 20 is probably used for and which is the same as the application 
dentBier If the package or volume 20 contains only one application: a provider identifier 26; volume creation date and 
S^2fwhich ^y be used for the base point by which volume expiration data and time as described later is deter- 
mined- and volume effective date and time 28 indicative of date and time until which the volume 20 is availaWe^W the 
volume 20 contains more than one applications, the volume descriptor 22 further contains application identifiers 

^'^"'in^FIQ 4 the distribution descriptor 23 comprises the fields of: a volume issue number (NOvi) 30 which contains a 
serial number given to each of the distributed application packages of an klentical volume identifier (volume D or tiBe) 
VID„ in the order of distribution: a server public key (PKJ 31 the data of which is given by the server 6 at a toll cf.nler 
of the provider 6; a PKu (user-public-key)-encrypted application-encrypting key (K,) 32; and sales date and time 33. The 
key PK. 31 field contains a key which has been used in encrypting each application 21 in the package 20 and which 
has bei^ encrypted with a user public key (PK„) of the user who has legally obtained the package 20. Appropriate data 
are recorded in all of the fields 30 through 34 at the time of distribution of the package 20. i.e., at the time of sales of 
the DVD 3 in this embodiment. ^ , ^ x w 

The distribution descriptor 23 further comprises the field 34 of terms-of-use code (mode code) plus limit value for 
the volume (the volume limit value field) and. for each of the application IDs 29. the fields 35 of terms-of-use code plus 
limH value for the application ID 29 (application limit value field). If terms of use are set only to the volume 20. there is 
no need of the field 35. If terms of use are set to each application, the field IS empty. 

FIQ 23 is a diagram for explaining the meanings of the terms-of-use (TOU) codes and the corresponding limit val- 
ues. In FIG. 23, the terr«s-of-use code may be. e.g.. one byte in length. The higher digit (X) of the TOU code indicates 
the target to which the terms of use is applied as shown in table 36. That is. higher digits of 0, 1. 2.... indicate that the 
TOU codes beginning with those digits are for the entire volume, application 1 . application 2 and so on. The lower digit 
(Y) rtttie above mentioned terms-of-use code Indicates the terms of use of the package 20 or the application 21 to 
wlilch the code Is set. and Is directly followed by a corresponding limit value as shown in table 37 of F Q. 23. Spfo^'Cf "V. 
the temis-of-use code (or TOU code)of OOH means, for example, that the volume 20 is usable freely after distribution 
The value •31 H- means, for example, that the application 3 to which the TOU code is set can be used by paying per unit 
of Dlay duration. The lower digit of 2H or more means that the volume 20 or the application to which the TOU code is 
set can be used freely until the corresponding limH value are reached, which disables further use. As seen from the 
table the use-limiting factors determined by the TOU codes whose lower digits are 2H to 5H are the current date and 
time 'the expiration date and time, the amount of used period, and the access count, respectively. ^ . 

Since the data of the distribution descriptor 23 can be set as described above, this provides both the providers and 
the users with more flexibilHy than conventional system can provide. , ^^.^u^^n. 

Again in FIG 1 the DVD player 2 comprises a controller 100 for controlling the entire DVD player 2; data bus 102 
io connected with the not-shown CPU (central processing unit), not-shown ROM (read-only memory). RAM (random 
access memory) 101. and EEPROM (electrically erasable programmable ROM) 103 included in the controller 100. 
human interfaces (IFs) 1 1 0 including input devices such as a keyboard, a voice recognition device, a mouse a remote 
controller, etc. ; an IC card interface (IF) 120 for connecting the bus 102 with the ROM (not shown) in a IC card 5: a DVD 
driver 130 for reading out the date recorded on the DVD 3 and for demodulating and error-correcting the read date: a 
45 video and audio outout IF 140 for receiving a MPEG 2 bit stream and outputting a video and audio output signals; a 
display dwice 146; a loudspeaker 148, and a communication IF 150 for communicating through the public telecommu- 
nication network 4. THe IC card 5 stores a user's password PW„ and a usef s secret key SK which con-esponds to the 
user's public key PIC, mentioned in conjunction with the PKu-encrypted AP-encrypting Key (K,) contained *e <'eW 32 
of the distribufion descriptor 23 recorded in the burst cutting area of the DVD 3. The video and audio output IF 140 
so includes a MPEQ 2 video decoder 1 42 and a MPEG 2 audio decoder 1 44. u 
As for obtaininfl the DVD 3, there may be some ways. If one is to buy a DVD 3, e.g.. at some book store or through 
mail order, he or she has to have the PKu-encrypted version of an application-encrypting key (K„) recorded m the burst 
cutting area of the desired DVD 3 by notifying his or her public key PKu v»hich corresponds to his or her secret key SK^ 
stored in the IC card 5. If one is a member of a DVD distribution service, he or she can obtain a DVD with a PK^- 
55 encrypted AP-encrypUng key recorded without notifying the PKo each time of obtaining because he or she must have 
notified the PK. when he or she applied for the service. 

In operation, the user first sets a desired DVD 3 in the DVD driver 1 30 of the DVD player 2. and issues a start com- 
mand to the DVD player 2 through an appropriate human IF 1 10. In response to a receipt of the start command, the 
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controller 100 reads the volume control program 24 from the data area of the DVD 3 through the DVD driver 130 while 
loading the read program 24 into the RAM 1 01 of the controller 1 00, and then executes the volume control program 24. 

FIG 5 is a flow chart of the volume control program 24 for playing the applicalion(s) 21 recorded on the DVD 3 
according to the principle of the invention. In FIG. 5. the controller 100 first checks the AID1 field to see if the volume 
5 20 contains a single application in step 500. If not. then the controller 1 00 displays the application IDs in the field 29 and 
prompts the user to select a desired one of the applications in step 502. and waits for the selection in step 504. If any 
application Is selected in step 504. the controller 100 registers the application ID of the application as the application to 
be played in step 506 and proceeds to step 508 to check the field 35 of the terms-of-use (TOU) code plus limit value for 
the selected application to see if the field is empty. If so. the controller 100 proceeds to step 510 to read the volume limit 

10 field 34. I. . .^^ *u r 

On the other hand, if the test result is YES In step 500. then the controller 100 registers the volume ID as the appli- 
cation to be played in step 51 2, and reads the volume limit value 34 in step 510. 

If the step 510 is completed or the test result of step 508 is NO. then the controller 100 checks the terms-of-use 
(TOU) code to see if the lower digit of the TOU code is 0 in step 514. If so, then the controller 100 plays an application 

75 free of charge in step 650. and otherwise makes another check to see if the lower digit of the TOU code is 1 in step 51 6. 
if so, the controller 100 plays an application in a usage-sensitive charging in step 700, and othenwise (if the lower digtt 
of the TOU code is 2 or more) play an application only when the software meter of a use-limiting factor is under a preset 
value in step 800. On completing any of the steps or processes 650 through 800. the controller 100 ends the Program 
24. Thus, the DVD player 2 plays a program specified by the user according to the terms of use determined by the TOU 

20 code which has been set to either the application package or the specified application. 

The processes 650, 700 and 800 are executed interactively with an associated server 8. The servers 8 need van- 
ous data for executing these processes, and store such data in the form of tables. 

FIG. 6A is a diagram showing an exemplary structure of a volume data table stored in a server 8. In FIG. 6A, Each 
of the records of the volume data table 60 comprises volume ID (VtD^) and issue No. (NOv-O fields. The combination of 

£5 VIDv and NOv.| serves as the user ID of the user of the application package 20 or the DVD 3. For this reason, the table 
60 has. for the members or subsaibers of DVD distribution service or the like, personal data fields which contains, for 
example, a ment>er ID. a name, an address, etc. Each record further comprises a volume minute meter field (VM- 
METERv-i) containing a software meter of play duration in minute which is attached to (or associated with) the volume 
20; a volume charge meter (VC-METERy.i containing a software charge meter which is attached to the volume 20: a 

30 limit value (LVv.i) containing a limit value associated vwth the TOU code (e.g.. the effective date and time, the allowable 
expiration date and time, the allowable access, etc.): a limit value meter (LV-METERvi); an application ID (AIDvi-a) field 
containing the title of the application; an application minute meter (AM-METEF=lv.i.J field containing a software meter of 
play duration in minute which is attached to the application of A\D^.^.^\ an application charge meter (AC-METERv.i.a) 
field for a software meter of play duration In minute which is attached to the application of AlDv-i-a: a limit value (LVv-i-a) 

35 containing a limit value associated with the TOU code: and a limit value meter (LV-METERv.j). 

FIG. 6B is a diagram showing an exemplary structure of a application data table stored in a server 8. In FIG. 6B, 
the application data table 70 comprises the fields of. for example, an application code (ACODEJ, an application title 
(AIDJ, a duration (D). a rate-per-access (RATE/ACCESS), an access count, a minute meter, etc. The duration is a 
period of time what it takes to play the application. The rate per access is a charge for a play of the whole application. 

40 which is used for Informing the user of an expected play duration prior to a play. The rate per unit time is a charge for a 
unit time of play, which is used for the calculation of a charge fonan actually timed play duration. The access count and 
minute meter fields contains the number of accesses to the application and a total amount of play time, which are not 
necessary for the present invention but will be used In statistical calculations for the analysis of. e.g., the tastes. 

FIG. 7 is a diagram showing a structure of a server table 75 stored in the EEPROM 103 of the client 2. In FIG. 7. 

45 the fields of the table 75 comprises a server public key (PKs). a server ID (SIDJ. a server network address (SADDJ, 
etc. this table 75 is used for associating the sever public key (RKJ contained in the distribution descriptor 23 recorded 
in the burst cutting area of the DVD with the ID and the network address. 



Play an Application Free of Charge 

50 

The initial routines of the processes 650, 700 and 800 are the same. 

FIGs. 8A and 8B are flow charts of initial routines 80a and 80b which are executed interactively by the client 2 and 
the server 8. respectively, at the beginning of the processes 650. 700 and 800. In FIG. 8. the controller 100 of the client 
or the DVD 2, in step 82. sends a sen^ice request with the network address CADD^. of the client or DVD 2, the TOU code 
55 plus limit value, the volume ID (VIDv), the issue number (NOvJ. the application ID (AIDvi-J. and other data to the asso- 
ciated sen/er 8 the ID of v^rtiich is SID^ (SID^ is obtained from the table 75 in FIG. 7 by using the public key recorded on 
the DVD 3). and in step 92 waits for a response from the server (SID^) 8, If there is a response from the server (SID^), 
the client 2 proceeds to the next step through a circle with "A" therein. 
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On the other hand, in FIG. 8B. the server 8 of SID^ receives the message from the client 2. that is. the service 
request and the accompanying data and stores date in a predetermined location for subsequent use In step 84. Then, 
the server 8 searches the table 60 for a record which contains VID^ and NOv, in the volume ID and issue No fields 
thereof, respectively in step 86. If the search is unsuccessful, then the server 8 adds the record for VIDv and NO^ , and 
fills relevant fields with AID^-i-a and a limit value. If any. in the table 60 in step 88. and proceeds to step 90. Also. If the 
search In step 86 is successful, the server 9 proceeds to step 90. where the server 8 selects a routine to execute next 
according to the value of the TOU code and enters the selected routine through a circle with "B" therein. In this case, if 
the TOU code = xOH (x: an arbitrary HEX number, the letter H in the last position indicates that the preceding number 
is in hexadecimal), then a routine for playing an application free of charge Is selected. H the TOU code = xlH. then a 
routine for playing an application in usage-sensitive charging is selected. If the TOU code ^ x2H, then a routine is 
selected which plays an application only if the software meter of a use-limiting factor is under a preset value. 

FIG 9 is a flow chart showing a procedure of a free play process shown as step 650 in FIG. 5. wherein connecting 
adjacent blocks by two f tow lines indicates that each block is executed interactively by a client of CADDc and an asso- 
dated server SID3 as shov^n in detail later. If the TOU code is 0 in step 514 of FIG. 5. then the server (CADDJ enters 
the free play process 650 as shown in FIG. 9. and the client and the server (SID J execute the initial routine 80 in block 
660. In block 670. they executes an expected play time informing routine, that Is. displays an expected play time before 
playing an specified application. In block 680. they execute an application play and metered play time report i-outine. 
Since the routine 80 has been detailed in FIG. 8. the expected play time informing routine and the application play and 
metered play time report routine will be detailed in the following. 

FIGs 10A and 108 are flow charts jointly showing a procedure formed of exemplary expected play time informing 
routines 97a and 97b interactively executed by the client 2 and the associated server 8. respectively. In FIG. ICS. the 
server 8 retrieves the duration (Dn) of the application of AIDvi-a from the table 70 in a well known manner in step 91^ In 
the next step 92. the server 8 calculates an expected total amount of play time according to the value of the TOU code. 
Specifically, if the TOU code is OxH. then the client adds the duration (DJ and the value of the VM-METERv-i field of the 
record identified by VID^ and NO^., in the table 60. If the TOU code is axH (a: the application number of the specified 
application in the volume), then the client adds the duration (On) and the value of the AM-METERv.i.a field of the record 
identified by VlDv. NOv.i. and AlD^.j-a in the table 60. Then the server 8 sends the result to the client whose network 
address is CADDc in step 93. and ends the process. 

On the other hand In FIG. 10A. the client 2 receives the incoming message or the value of the updated meter in 
step 94. In the next step 95. the value is displayed as the total amount of usage. Then the client 2 ends the process. 

In updating a relevant meter, a predetermined value of duration has been used in the just described routines of FIG. 
1 0 (a preset value metering system). This arrangement is suited mainly for such applications as it takes a constant time 
to play, and will not cause a problem unless the user discontinues the play. From this point of view, it is preferable to 
actually measure the playing time in metering (a timed value metering system). However, it is also noted that the preset 
value metering system is useful in informing the user of expected play time prior to an actual playing. 

FIGs. 11 A and 11 B are flow charts jointly showing a procedure formed of exenriplary timed play and metered usage 
report routines 675a and 675b interactively executed by the client and the server, respectively, tor playing an application 
while timing the duration and displaying a timed play duration after the play. In the routine 675, the client and the server 
call a timed application-play subroutine for playing the application while timing the duration (play time) in step 200. 

Then the server 8 proceeds to step 210. where the client updates a relwant meter according to the TOU code in 
the same manner as in step 92 of FIG. 1 0B. Specifically, if the TOU code is OxH, then the play time is added to the value 
of the VM-f^ETERv.i field of the record identified by VID^ and NOv-i in the table 60. If the TOU code is axH (a: the appli- 
cation number of the specified application in the volume), then the play time is added to the value of the AM-METERv. 
, a field of the record identified by VID^. NOv-i. and AJDv.».a the table 60. Then the server 8 sends the play time and the 
value of the updated meter (i.e.. the total amount of play time) to the client whose network address is CADDc in step 
212, and ends the process. , om • 

On the other hand, the client 2, after step 200. make a test to see If there is a response from the server of SIDb 
step 214. This step is repeated until the client 2 receives a call from the server 8. when the client 2 receives the incom- 
ing message or the value of the updated meter in step 216. In the next step 218. the client 2 displays the play time and 
the total amount of play time, and then ends the routine 675. 

FIGs. 1 2A and 1 2B are flow charts jointly showing a procedure formed of exemplary timed application-play subrou- 
tines 205a and 205b executed by the client 2 and the sender 8. respectively, for playing the application while timing the 
duration. The server 8 of SID^ waits for a notice in step 611 to see if the client has started playing the application. On 
the other hand, the client 2 of CADDc informs the server of a start of play in step 610 and immediately call an application 
play subroutine in step 61 2. This, causes the server 8 to start a timer in step 61 3. and waits for a notice of a stop of play 
from the client 2 In step 615. On completing the step 612. the client informs the server 8 of the stop of play in step 614. 
In response to this notice, the sender 8 stops and reads the timer as the play time in step 61 7. After steps 61.4 and 617. 
the client and the server return. 
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Though the above described arrangement has used a timer of the server, it may be possible to use a timer of the 
client. 

FIGs. 13A and 1 3B are flow charts jointly showing a procedure formed of alternative timed application-play subrou- 
tines 205ac and 205bc interactively executed by the client 2 and the server 8. respectively, in which timing of play time 
is achieved with a timer in the client. In the alterative subroutine 205a. the client 2 starts a timer in step 620, calls an 
application play routine in step 622, stops the timer in step 624, sends the play time to the server 8 in step 626. and 
then returns. On the other hand, the server 8. on entering the subroutine 295b, waits for a call from the client of CADDc 
In step 621 . If there is a call from the client 2. then the server 8 receives the play time in step 623 and then returns. 

However, the arrangement of FIG. 13 has a possibility of permitting a mala fide user to manipulate the timer of the 
client 2. From this point of view, the an-angement shown in FIG. 12 is preferable to that of FIG. 13. 

FIG. 14 is a flow chart of an exemplary application play subroutine called in steps 612 and 622 of FIGs. 12A and 
13 A, respectively, and executed by the controller 100. 

Prior to the description of the flow chart we define some notation concerning encryption and decryption. If encrypt- 
ing X with a key EK according to an encrypting algorithm e yields Y, then it is expressed as: 



Similarly, if decrypting Y with a key DK according to a decrypting algorithm d yields Z. then it is expressed as: 



Assuming that the algorithms e and d and the keys EK and DK correspond each other, that is. d(DK. Y) = X , it follows 
that 



Returning now to FIG. 14. the controller 100 read the PKy-encrypted application-encrypting (AP-encrypting) key 
(Kv) or el (PKu. K^) from the filed 32 of the distribution desaiptor 23 of the DVD in step 602. Here. 



where V is the number of kinds of the application package. This indicates that different application-encrypting keys K1 
through K^ is assigned to respective kinds of applications, that is, volume VID1 through VID^. 

In the next step 604. the user secret key SKu is read from the IC card 5. In the next step 606, the PKu-encrypted 
AP-encrypting key e1(PKu. Ky) is decrypted with the user secret key SKy to obtain the application encrypting key K^ 
Then in the next step 608. the K^-encrypted application (AP), i.e.. e(Kv. AP) which is recorded on the DVD 3 is decrypted 
with the obtained AP-encrypting key K^ to obtain d(K^ e{K^, AP)) = AP . while passing the obtained application data 
to the video and audio output IF 140. The obtained application data has the form of an MPEG 2 bit stream. The video 
and audio output IF 140 converts the MPEG 2 bit stream of the application data into video and audio output signals 
through MPEG 2 video and audio decoding. The video and audio output signals are applied to the display device 146 
and the loudspeaker 148. respectively. 

Play an Application in Usage-sensitive Charging system 

FIG. 15 is a flow chart showing a procedure of a charged play process 700 shown as step 700 in FIG. 5. wherein 
connecting adjacent blocks by two flow lines indicates that each block is executed interactively by a client of CADDc and 
an associated server of SIDb- In FIG. 15. the client 2 enters the process 700 via step 516 of FIG. 5 and proceeds to 
block 630, where the client 2 and the associated server 8 execute the initial routine 80. In the next block 640, the client 
2 displays an expected charge and a total amount of charges received from the server 8, and let the user decide 
whether to play the desired application. 

FIGs. 16A and 16B are flow charts jointly showing a procedure formed of exemplary expected charge informing 
routines 640a and 640b interactively executed by the client 2 and the associated server 8, respectively. The routines 
640a and 640b are very simitar to the routine 97 except that in the routine 640, the DURATION (DJ or "play time" has 
been replaced with RATE PER ACCESS and "charge"; between steps 92a and 93a. there has been added a step 641 
of the server generating and storing a pseudo random number R in a memory location R'; in step 93a, the server sends 
the pseudo random number R as well; between steps 94 and 95a there has been added a step 643 of the client storing 
the received pseudo random number R in a memory location R" for suteequent use. The replacement of DURATION 
(Dn) with RATE PER ACCESS is achieved by accessing a RATE PER ACCESS field 74 instead of a DURATION field 



e(EK, X) » Y 



d(DK, Y) = Z. 



d(DK, e{EK. X)) « X. 



v= 1,2 V. 
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73 in table 70 Further, in the routine 640 there have been added the following steps: In step 644 following the step 96a. 
the client 2 makesa checkto see if the user decides to play the applioation; H not, theclient 2 sends « me^S®*^ 
the server of SADD^ in step 645. and ends the routine 640; on the other hand, in step 642 following the step 93ajhe 
server 8 of SID. waits for a call from the client 2 of CADDe: on receiving a call from the client, the sen/er "Tf^es another 
c check In step 646 to see H what has been received is a quit message: H so. the client ends he routine 640: and if the 
user decided to play the application in step 644. which means that what the server has received is not a quit message 
but an^c^ted cTedit ca^ number as seen from the description below, then the client 2 and the server 8 proceed to 
thestep650of Fia 15. 

In the ne)cl block 650. the server 8 obtains a user's wedit card number (CCNOu) through the client 2 keeping ttie 
TO security of the cart number as shown in FIGa 17A and 17B. In step 647. the client 2 encrypts the credrt card number 
of the user which has been input by the user through a human IF 1 10 with a key. i.e.. the pseudo random number R 
S has been stored In a memory location R" in step 643 of FIG. 16A to obtain e2(R. CCNOu). n t^e step 6^ 
the client 2 further encrypts R + e2(R. CCNOu) with another key or a sen/er public key read from the distribution 
descriptor 23 recorded in the burst cutting area of the DVD to obtain 

in the nSep M9.Te' dient°2"sends the encrypted data to the sen,er 8. "mrough step 646 of FIG. 16B. tt|e server 
proceeds to sta 650. where the server 8 f inds that what was received from the client CADDc is encrypted data. \n ihe 
next step 651 .the server 8 reads a server secret key SK. from an IC card 7. In the next step, the server 8 decrypts the 

received encrypted data with the server secret key SKg as follows: , 

d1(SK,.encrypteddata) = d1(Sl<o,e1(PK,.R + e2(R, CCNOu)) oR + e2{R. CCNOu). . ^ 

In step 653. the server 8 makes a check to see if the ]ust obtained pseudo random number R coincides with the random 
number R which has been stored in a memory location R" of the server. If so. ttie server 8 sends "^f^^^ff* 
the client of CADDc and in step 655 decrypts e2(R. CCNOu) with the pseudo random number R ^ t^^^u^ers 
credit card number CCNOu. On the other hand, in response to a reception of the enable message in step 657 the cliert 
25 2 exits from the process. After step 655. the server also exits from the process. If the result is NO in step 653. then the 
server 8 sends a disable message to the client in step 656. and ends the process. In response to a reception of the dis- 
able message in step 657. then the client displays a message to this effect in step 658, and then ends the process. 

After operation of block 650. the client 2 waits, in step 663. for a report from the server on whether the credit card 
for the transmitted card number (CCNOu) Is valid or not. while the server 8 refers to the credit company associated with 
30 the card number in step 661 to see if the aedit card is valid. If not. the server 8 Informs the client 2 of the invalidity of 
the credit card in step 662. and ends the process. H the card is valid in step 661. the server 8 informs the client of »ie 
validity in step 667. If the client 2 receives a report from the server in step 663. the client makes another check in step 
664 to see If the report indicates the validity of the card. H not. the client display a message to indicate the 'fwalidi^ in 
step 665, and ends the process. If the report indicates the validity in step 664. which means the completion of step 667, 
35 then the client 2 and the server 8 proceed to the next block 670. .oao^HiaB 
In step 670. the client 2 and the server 8 execute timed play and metered charge report routine. FIGs. 18A and 18B 
are flow charts jointly showing a procedure formed of routines 675ac and 675bc interactively executed for playing an 
application while timing the duration and displaying a charge and a total amount of charges atter the P'aV- "^'G; Jf- 
the routines 675ac and 675bc are identical to the routine 675a and 675b in FIGs. 1 1 A and 1 1 B except thatjime has 
been replaced with -charge", and accordingly VM-METER and AM-METER have been replaced with VC-METER and 



The operation, in the client 2. of playing an application on usage-sensitive charging Is completed by block 675 of 
FIG 15 or step 218a of FIG. 18A. After step 212a, the server 8 charges the play to the credH card number CCNOu 
obtained In step 655 of FIG. 178 in step 680. This completes the whole of the charged application play process of FIG. 

^ ^" In this process, only information on charge is given to the user. It is very easy to provide information on both time 
and charge by adding steps 91 through 93 and 95 to the routines 640b and 640a. and by adding steps 210 and 218 to 

the routines 675bc and 675a& . 

As described above, expected time and/or charge are (is) displayed before playing a user specified apP'icatioa 
so This Is helpful for the user to decide whether to play the application. Additionally, charging Is done based on the actually 
timed play duration. This makes the charging reasonable. _j i, r»/-Mn 

In the above description, the arrangement is such that the user has to input his or her credit card nurrtoer CCNOu 
each time he or she wants to play an application. However, instead of doing this, the credit caid number CCNOumay 
be stored in non-volatile memory or EEPROM 103 in a PWu-encrypted form. In this case. CCNOu is obtained by 
55 decrypting PWu-encrypted CCNOu (e.g., e(PWu. CCNOu)) with a password entered by the user. That is. d(entered 



password. e(PWu. CCNOu)) - CCNOu. 
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Permit the Play \Within a Preset Umit 

FIG. 19 is a flow chart showing a procedure interactively executed by the client 2 and the server 8 In the operation 
block 800 of FIG. 5, wherein blocks connected with two flow lines indicates that operation of the blocks is done by the 
5 two elements 2 and 8. In this case. K is assumed that a preset limit is recorded In or on the application package and is 
transmitted from client 2 to server each time of play. On entering the process 800 via step 516 of FIG. 5. the client 2 
proceeds to step 801 . where the client 2 and the server 8 executes the in'itial routines 80. It is noted that in routine 80b. 
if there is a record for VIDv and NOv-j, then the limit value (LVv.,) field of the table 60 of FIG. 6A contains the limit value 
transmitted from the client 2, othenwise. the received limit value is stored in the LV^.j field when the record for VID^ and 
10 NOv-i is added in step 88. 

In step 81 0, the server 8 makes a check if a meter associated with the TOU code received from the client 2 is under 
the limit value. "This check is made by comparing an LV field and LV-meter field associated with the TOU code in table 
60. if the value of the LV-meter is equal to or greater than the LV field value, then the server returns an over limit mas- 
sage to the client 2 in step 820. If not, the server 8 returns m underlimit message to the client 2 in step 822. and pro- 
15 ceeds to step 828. If the client 2 receives the overlimit message In step 824, then the client 2 displays a message to this 
effect. If not. the client 2 proceeds to the step 828. 

Since the expected play time informing routines 97a and 97b and the application play subroutine 600 has been 
described above, the description of steps 828 and 830 are omitted. 

According to this feature of the invention, it is possible to limit the use of charged infornnation. This feature is espe- 
20 cially useful In case when a user who have paid in advance for the use of the application package is permitted to use 
the application package within a limit value. 

Though it has been assumed that the limit values are included in the application package, the limit values may be 
kept in the servers of the provider or distributer from the beginning. In this case, the limit values are fixed. However, if 
limit values are permitted to be set and recorded in the application package at the time of distribution or sales, the limit 
25 values are advantageously set according to an amount paid. 

As is apparent from the foregoing, as a limit value, any use-limiting factors will do that can be measured in quantity. 
Such limit values are, for example, the effective date and time, the allowable expiration date and time, the maximum 
amount of play time, the allowable access count. 

It is also possible to combine this feature with a charged application play feature. That is. an arrangement may be 
30 such that the user is permitted to use an application package on usage-sensitive charging only if the value of an LV- 
meter associated with the TOU is under the value of the con-esponding LV or the value recorded in a field 33 or 34 of 
the distribution descriptor 23. 

Modification I 

35 

In the above embodiment, applications, if more than one. in one volume are encrypted by an identical application 
encrypting key Ky. However, the applications APa in one volume may be encrypted with respective AP-encrypting keys 
Ka. where a lower case "a" following AP and K is a serial number assigned to each application ID. In this case, each of 
the AP-encrypting keys are encrypted with the user public key PK^. and stored in the PK^-encrypted AP-encrypting 
40 key (Ka) fields 32a in the distribution descriptor 23. 

Modification It 

It has been assumed that the user of the DVD 3 is limited to the purchaser thereof who have had the PKu-encrypted 
45 AP-encrypting key (K^) recorded on the DVD 3. However, the system may be so arranged that predetermined people, 

e.g.. family members FM^. FM2 FM^ of the purchaser can use the DVD (N is the number of the family members). 

One of the ways to realize this is to encrypt the AP-encrypting key with a public key PlVn of each member FMn (n 
= 1. 2 N) to obtain e1{PKu.i, Ky). e1(PKu.2, K^) e1(PKu.n, K^) and to record them in the PKu.n-encrypted AP- 
encrypting key e1(PKu.n. K) fields 32 of the distribution descriptor 23 at the time of purchase of the DVD. 

so 

Modification 111: Ky Retrieval From Server 

In the above description, the AP-encrypting key Ky has been recorded in a PKu-encrypted form on the DVD 3. How- 
ever, the AP-encrypting key Ky may be nonaged by the server 8 and transmitted to the client or the DVD player 2 in 
55 response to a request issued from the DVD player 2 each time of use of the DVD 3. In this case, there is no need of 
providing the distribution descriptor 23 with the PKy-encrypted AP-encrypting key field 32. Instead each of the servers 
has to store an AP-encrypting key table (or Kj table) and a PK^ table (shown in FIGs. 20A and 20B) in the hard disc. As 
shown in FIG. 20A. the Ky table a volume ID (VID^) field (as the entry of record) and an AP-encrypting key (KJi field in 
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each record. In FIG. 20B, each recoixi of the PK^ table comprises a volume ID (VID^) field (as the entry of record), a 
volume issue number (NOv-i) field and a PKu field (Successive same values in the first field are shown by showing only 
the first appearing one). Further, the process (or step) 610 of obtaining the AP-encrypting key K^. that is, a group of the 
steps 602. 604 and 606 in the application play routine 600. has to be replaced with a process of FIG. 20C. 

FIG 20C is a flow chart of a process in which the client DVD player 2 obtains the application encrypting key from 
the server 8. In step 616, the server 8 retrieves a key from the table by using VID^. In the next step 618. the key 
Kv is encrypted with an arbitrary number used only in the current process. e.g.. a pseudo random number R to obtain 
e2(R, fC). In the next step 620, the server 8 retrieves a key PK^ from the PK^ table by reading the PK^ field of the record 
which contains VID^ and NO^.i in the VID^ and NO^., fields, respectively. In the next step 622, R + e2(R, KJ) is encrypted 
with the retrieved key PKy to obtain a double enaypted AP-encrypting key 

e1(PKu, R + e2(R. Kv)), 
which is returned to the client with a client network address CADDg in the next step 624. 

On the other hand, the controller 100 of the client 2 warts for a response from the server 8 of SlDs in step 626. If 
there is any response from the server 8 of SID^ in step 626, then the client DVD 3 receives the data el (PK^. R + e2(a 
Kv)) from the server 8 in step 628. In the next step 630, the received data is decrypted with the user secreX key SK^ read 
from the IC card 5. Specifically, the following calculation is done. 

d1(SKu.e1(PKu,R + e2(R,Kv)))==>R + e2(R.Kv) u • i 

In the next step 632, e2(R, K^) is decrypted with the obtained pseudo random number R. Specifically, the following cal- 
culation is done. 

d2(a e2(R. Kv)) ==> K^, 
Thereafter, the controller 100 proceeds to the step 608 of FIG. 14. 

In this modification, the applications APa in one volume may be encrypted v^rith respective AP-encrypting keys Ka- 
In this case the table has to be replaced wrth Ka table in which each record comprises an application ID (AIDJ field 
and an AP-encrypting key (KJ field. Further in step 612, the controller 100 of the DVD player 2 has to also send the 
application ID of the application to be played to the server. 

Also in this modification, the system may be, again, so arranged that predetermined people, e.g., family members 

FMi. FMa Ff^N the purchaser can use the DVD (N is the number of the family mennbers). In this case, for each 

member FMn (n = 1. 2 N), the server 8 has to use the member's own public key PKu.n "n encrypting the AP-encrypt- 
ing key Kv. One way to realize this is to issue a volume issue number NOv-j-n to each member FMn at the time of sales 
of the DVD. provide the non-volatile memory (not shown) of the DVD player 2 with a table for associating the user's 
password PWn with the volume issue number NOv-j-n. send the volume issue number (NOv-t-n) associated with the 
user's password in step 612, and use not the PK^ table but a PK^n table in which each of the records has the following 
fields: 

VIDv, NOv-i-n. PKu-n- ^ ^ , 

Another way is to issue and record not only a volume issue number NO^.i but also family member numbers FMNn tor 
all members at the time of sales of the DVD, provide the non-volatile memory (not shown) of the DVD player 2 with a 
table for associating the user's password PWn with the con-esponding family member number FMNn, send the volume 
issue number (NOv.i) and the family member number Ff^Nn associated with the user's password in step 612. and use 
another PK^-n table in which each of the records has the following fields: 

VIDv, NOv-i. FMNn. PK^.p. 

In the process of FIG. 20C, the server 8 may be authenticated by means of a public-key cryptosystem using a pair 
of server secret and public keys (SKg. PKJ. In this case, the server 8 signs the double-encrypted AP-encrypting key 
e1(PKu. R + e2(R.Kv)) . . . w 

with a signing key or the server secret key SK^ after step 622. While the client or DVD player 2 tests the signature by 
the server 8 with a test key or the server public key PK^ contained in the PK^ field 31 of the distribution descnptor 23 
recorded in the burst cutting area of the DVD 2 before step 630. 

However, even if just described authentication of the server 8 is omitted, an attacker will never go to any greater 
length than a steal of TOU code plus limit value, a volume ID VID^, a volume issue number NOy.j, and the client network 
address CADDc. This is not a serious problem. 

In the process of FIG. 20C. a pseudo random number R has been used as a pseudo variable which takes a different 
value each time of execution of the process. However, as the pseudo variable, any thing will do if the result of encryption 
with it takes a different value each time of execution of the process. 

Modification IV 

In the first illustrative embodiment, the decryption of application is achieved by software. For this purpose, the con- 
troller 100 has to read the user secret key SK^ from the 10 card 5 through the bus 102. which leaves the possibility of 
permitting a breaker to easily steal the user secret key SKu through the bus 102. In order to prevent this, the process 
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achieved by the steps 604 through 608 may be realized by hardware as shown in FIG. 21 . which Is a block diagram of 
an exemplary decipherer-built-in IC card IF In FIG. 21. the decipherer-built-in IC card IF 120a comprises an IC card 
receptacle 121 and a printed wiring board 122 extending from and fixed with the receptacle 121 . An IC 123 is mount^ 
on the printed wiring board 122. The IC 123 comprises a memory IF 125 which usually connects the memory of the IC 
caid 5 with the bus 102 and. in response to an instruction from the controller 100. reads and passes the key SKy to the 
next stage; a decoder 126 for receiving the key Sk^ and encrypting e1(PKu, K^) with the key SK^ to yield K^: and an 
AP decoder 127 for receiving the key and encrypting e(K^ AP) to yield application data (AP). The printed winng 
board 122 portion may be preferably molded together with the IC card receptacle 121 portion so as to make the whole 
a single body. By doing this, leaking of the user secret key SKy can be prevented. 

This modification can be also applied to a system 1 using the cryptosystem of FIG. 20C. In this case, the K^, 
decoder 126 of FIG. 21 has to be replaced with a decoder 126a as shown in FIG. 22. In FIG. 22. the decoder 
126a decrypts the input data. e1(PKu. R + e2(R. Kv)). from the bus 102by using the user secret key SK^ passed by the 
memory IF 1 25 to obtain R + e2(R. K^). while decrypting the obtained data e2(R. K^,)) with the obtained random number 
R and outputting the key 

Embodiment II 



FIG. 24 (S a blodc diagram showing an arrangement of a system capable of playing a distributed application pack- 
age e g a DVD on the terms of use of the DVD without communicating with any server according to a second illustra- 
te tive'emb'odiment of the invention. In FIG. 24. the system la is identical to the client 2 of FIG. 1 except that the 
communication IF 150 has been eliminated because of no need of communication with a server and the controller 100 
has been replaced with a controller 100a. In the controller 100a. a not-shown ROM for storing a control program as 
desaibed later and the EEPROM 103 have been also replaced with a new ROM (not shown) and an EEPROM 103a, 
In order to play a role of the server 8. the system la has to have table 60 of FIG. 6A in any non-volatile memory, e.g.. 
25 the EEPROM 103a and an application duration (play time) for each application as defined in table 70 of FIG. 6B has to 
be included In the control data of each application package. 

FIG. 25 schematically shows an exemplary control program executed by the controller 100a shown m FIG, 24. The 
control program of FIG. 25 is also identical to that of FIG. 5 except that the decision step 51 6 and the step 700 has been 
eliminated because the limit-attached play mode is not supported by the system la in this embodiment, and the steps 
30 650 and 800 are replaced with steps 650a and 800a. Accordingly, operation after step 51 4 will be described in the fol- 
lowing. 

If the lower digit of the terms-of-use (TOU) code is 0 in the decision step 514. then in step 660a the controller 100a 
plays, in the free play mode, the application stored in the selected application in step 506 or 51 2 and ends the operation. 
It should be noted that since the system la does not have the charged play mode, the lower digit of the TOU code is 
35 defined as follows. 
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Higher digit of terms-of- 
use code (Hexadecimal) 


Corresponding limit value 


Play mode 


0 


None 


Free play mode 


2 


Effective date and time 


Umit-attached play mode 


3 


Allowable expiration date and time 


4 


Maximum amount of used period 


5 


Allowable access count 







Accordingly, if the lower digit of the TOU code is not 0 in the decision step 51 4. then in step 800a the controller 100a 
plays, in the limit-attached play mode, the application stored in the selected application in step 506 or 512 and ends the 
operation. 

FIGs. 26 and 27 show an operation of a free play mode shown in step 650a of FIG. 25 in a detailed form and a fur- 
ther detailed form, respectively. In FIG. 26. the controller 100a executes an initial routine 80a in step 660a. in step 670a 
executes an expected play time informing routine, and in step 680a executes an application play and metered play time 
report routine. 
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As shown in FIG. 27, in the initial routine 80c, the controller 100a searches the table 60 for a record which contains 
VIDv and NOy i in the volume ID and issue No. fields thereof, respectively in step 86. If the search is unsuccessful, then 
the controller 1 00a adds the record for VIDy and NOvi and fills relevant fields with AlDv-t-a and a limit value, if any. in the 
table 60 in step 88, and proceeds to step 90. Also, If the search in step 86 is successful, the seiver 9 proceeds to step 
5 90 where the controller 1 00a selects a routine to execute next according to the value of the TOU code and enters the 
selected routine. In this case, if the TOU code = xOH (x: an arbitrary HEX number, the letter H in the last position indi- 
cates that the preceding number is in hexadecimal), then a routine for playing an application free of charge is selected. 
If the TOU code ^ x1 H, then a routine is selected which plays an application only if the software meter of a use-limiting 
factor is under a preset value. 

10 The expected play time informing routine 670a is identical to the routines 97 (FIG. 1 0) minus communication steps 
93 and 94, comprising the above described steps 91. 92 and 95. Similarly, it is seen from FIGs. 11 and 13A that the 
above described steps 620. 622. 624, 210 and 218 are executed in this order in the timed play and metered usage 
report routine 680a. In this way. the system 1 a permits the user to play the application stored in the selected application 
(steps506and512of FIG. 25) free of charge. . ^.^ «^ r>- 

15 FIG. 28 is a flow chart showing an operation of a limit-attached play mode shown in step 800a of FIG. 25. Since 
this operation is very similar to that of FIG. 19. only the flow is briefly described, omitting the details of each step. In FIG. 
28. controller 100a first makes a check if a meter associated with the TOU code has reached the limit value obtained 
with the TOU code. If so. then the server returns an werlimit massage to controller 100a in step 820. Olhenwtse, the 
controller 1 00a proceeds to the expected play time informing routine 828a (= 670a). where the controller 1 00a executes 

20 the above described steps 91 . 92 and 95, and then calls the application play subroutine 600 in step 830. thereby com- 
pleting the operation. Since the application play subroutine 600 has been detailed above, further description is omitted. 
In this way. the system 1a permits the user to play the application stored in the selected application (steps 506 and 512 
of FIG. 25) only if the limit value associated with the TOU code assigned to the volume or the user-specHied application 

has not been reached. ^ *u i- •* 

25 According to the second embodiment, the system la can operate in either of the free play mode and the limit- 
' attached play mode without the need of communication with a server. For this, the system la may be made portable- 



Modifications 

30 Iri the above description, the illustrative embodiment has been described in conjunction with the DVD. The same 
discussion can be applied to such package media as permit write once or more. 

Further, the present invention is also applicable to application packages distributed via transmission media. In this 
case, the distributed application packages are stored in a bulk storage in the user's device. An application package 
comprises one or more application and application control data, that is, an application descriptor and distribution 
35 descriptor. One volume is stored as a file. Since a plurality of application package may be stored in a single storage, 
each application package does not have to contain a control program. One control program, which may be distributed 
via either package or transmission media, is enough for one user device. The folder or directory in which the application 
packages are stored is set for a user specified one in the control program when the control program is installed. The 
data to be recorded in the distribution descriptor is included in the application package by the provider according to the 
40 information given by the user. ^ u- u 

As described above, one who is permitted to use an application package is limited to an owner of the IC card which 
stores a user seaet key SK^ corresponding to the user public key PKu used tor encryption of the AP-encrypting key Ky 
in the application package. For this, even if someone has unjustly obtained an application package, for example, by cop- 
ying the whole volume from the DVD on which the volume is recorded, he or she can not use it without the IC card of 
45 the owner of the DVD. Thus the inventive system can prevent unjust use of an application package (DVD in this case) 
by any other person than the regular owner of the application package. 

Also, the inventive system is so an^nged that most part of the application package is recorded by pressing in man- 
ufacturing process of the DVDs, whereas at least a part of the volume control data fi.e.. the distribution descriptor) can 
be determined at the time of. e.g.. distribution of each of the DVDs after the manufacturing process. This makes the sys- 
50 tern flexible because control data can be easily changed without changing the stamper. 

In the initial routines 80a and 80b in FIG. 8A and 8B. the data transmitted with the sen^ice request nray be 
encrypted in the same manner as in case of the transmission of user's credit card number shown in FIG. 17. However, 
in case of the initial routines, there are a plurality of data. These data may be encrypted in the following way. 
If the data to be encrypted are D1 , D2.... then they are first encrypted with a key R as follows: 
55 e2(R, D1). e2(R, D2).... 

Then further encryption is made with a sen/er public key PKg as follows: 

e1(PKe. R + e2(R, D1) + e2(R, D2) ). 

In the process of FIG. 17, the user may be authenticated by means of a public-key cryptosystem using a pair of 
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user secret and public keys (SK^. PKJ. In this case, the client 2 signs the double-encrypted credit card number 

e1(PK6. R + e2(R, CCNOu)) . . . ^ * o « 

with a signing key or the user secret key SK^ after step 648. While the server tests the signature by the client 2 with a 
test key or the user public key PKy before step 650. 
s Instead of storing a single server public key in the distribution descriptor 23, a plurality of server public keys or all 

the server public keys may be recorded. By doing this, it is possible, for example, to setting a different charge depending 
on the server public key which the user have selected by appropriately combining the tables 70 and 75. 

Also, application packages with an identical volume ID can have different server public keys recorded. A plurality of 
toll center may be advantageously provided for application packages of the same title. 
10 In order to prevent any use of IC card by other person than the owner of the IC card, it Is possible to add. before 
the Sku reading step 604, the steps of prompting the user to enter a password through a human IF 1 10 and proceeding 
to step 604 only if the entered password coincides with the user password PWu stored in the IC card. 

Though the IC card 5 is used In the above embodiment, the IC card IF 120 may be replaced with a magnetic card 
reader to permitting the use of the magnetic card. Alternatively, the arrangement may be such that the user enters his 
75 or her password each time the user uses the DVD. 

Instead of storing the user secret key SK^ in the IC card 5. the key Sku may be stored in non-volatile memory in a 
PWu-encrypted form. In this case, the key SK^ is obtained by decrypting PWu-encrypted SKu with a password entered 

by the user. » • • 

The discussion of three preceding paragraphs are applied to the IC card used for stonng the server secret key in 
20 the server. However, in this case the user has to be taken as the administrator of the toll server. 

Many widely different embodiments of the present invention may be constructed without departing from the spirit 
and scope of the present invention. It should be understood that the present invention is not limited to the specific 
embodiment described in the specification, except as defined in the appended claims. 

A system for permitting only an authentic user to play a desired application contained in a distributed application 
25 package in one of predetermined operation, e.g., free play mode, charged mode, limit-attached play mode, etc. The 
system comprises a client for playing an application under the control of a server connected with the client through a 
communication network. The application package (the volume) includes a distribution descriptor wrhich contains mode 
codes assigned to the volume and the applications of the volume. The data of distribution descriptor is decided and 
stored in the descriptor at the time of distribution of the volume. This feature makes the system flexible. There is also 
30 disclosed a system operatable without communicating with a server. 

Claims 

1 . An application package for use in a system for playing an application contained in the application package (the vol- 
35 ume), the application package comprising: 

application data for at least one application; and 

volume control data for use in controlling said system, wherein said volume control data at least comprises: 
a volume ID for identifying the kind of said application package (said volume); 
40 an issue number assigned in order of issue to each of the volumes of said kind; and 

application IDs each assigned to one of said at least one application contained in said volume, and wherein: 
at least a part of said volume control data is to be added to said volume after the creation of said volume: and 
said at least a part of said volume control data includes said issue number. 

45 2. An application package as defined in claim 1 . wherein: 

said application data has been encrypted with an encrypting key; and 

said at least a part of said volume control data includes a user's public key-encrypted version of said encrypting 
key used. 

so 

3. An application package as defined in claim 1 . wherein said at least a part of said volume control data includes mode 
codes which are assigned to said volume or said at least one application and each indicate a play mode associated 
with one of said volume or said at least one application to which the mode code is assigned. 

55 4. A package media on which an application package as defined in claim 1 has been recorded. 

5. A package media of a write-once type on which an application package as defined in claim 1 has been recorded. 
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6. A package media on which an application package as defined In claim 1 has been recorded wherein said at least 
a part of said volume control data is recorded in an area different from data area where said application data is 
recorded on the package media. 

5 7. A method for sending data with a raised security from a first device to a second device through a public telecom- 
munication network, comprising the steps of: 

in said second device, 

10 generating a pseudo random number; 

transmitting said pseudo random number to said first device; 

in said first device. 

ts encrypting said data with said transmitted pseudo random number into encrypted data; 

encrypting concatenated data consisting of said pseudo random number and said encrypted data with a 

public key of said second device into double-encrypted data; 

sending said double-encrypted data to said second device; in said second device, 

decrypting said double-encrypted data with a secret key of said second device which con-esponds to said 
20 public key into decrypted data consisting of a decrypted random number portion and another decrypted 

portion; and 

decrypting said another decrypted portion wnth said transmitted random number to obtain said data. 

8. A method for sending a plurality of pieces of data with a raised security from a first device to a second device 
2S through a public telecommunication network, comprising the steps of: 

in said second device, 

generating a pseudo random number; 
30 transmitting said pseudo random number to said first device; 

in said first device, 

encrypting each of said pieces of data with said transmitted pseudo random number into an encrypted 
35 piece of data; 

encrypting concatenated data consisting of said pseudo random number and said encrypted pieces of 

data with a public key of said second device into double-encrypted data; 

sending said double-encrypted data to said second device; in said second device, 

decrypting said double-encrypted data with a secret key of said second device which con-esponds to said 
40 public key into decrypted data consisting of a decrypted random number portion and said plurality of 

decrypted data portions; and 

deaypting each of said decrypted portions with said transmitted random number to obtain said pieces of 
data. 

45 9. A method as defined in claim 7 or 8, further comprising the steps, executed after said step of decrypting said dou- • 
ble- encrypted data, of: 

proceeding to a next step only if said decrypted random number portion coincides with said transmitted pseudo 
random number; and 

so said second device informing said first device of a failure in decryption if said decrypted random number por- 

tion does not coincide with said transmitted pseudo random number. 

10. In a system provided with means for playing an application contained in an application package, a method for per- 
mitting a user to play an encrypting key-encrypted application contained in a distributed application package which 
55 further contains, as volume control data, a user's public key-enaypted encrypting key so encrypted as to be able 
to be decrypted with a secret key of the user into said encrypting key, the method comprising the steps of: 

reading said user's public key-encrypted encrypting key from said distributed application package (said vol- 
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ume); 

obtaining said secret key; * . ^ . *• i,^ . 

decrypting said user's public key-enca-ypted encrypting key with said secret key to obtain said encrypting key. 

decrypting said encrypting key-encrypted application with said obtained encrypting key into application data 
while passing said application data to said means for playing an application. 

1 1 . In a system comprising a client provided with means for playing an application contained in an application package 
and a server connected with the client through a communication network, a method for permitting a user to play 
one of encrypting key-encrypted applications contained in a distributed application package which further contains, 
as volume control data, a volume ID for identifying the kind of said distributed application package (said volume), 
an issue number issued to each volume of the kind in an issued order and application IDs. the method compnsing 
the steps of: 

said client reading said volume ID, said issue number and an application ID for said one of encrypting kuy- 
encrypted applications (said encrypting key-encrypted application) from said volume and sending to said 
server; 

in said server. 

retrieving said encrypting key by using said volume ID; 

retrieving a public key of said user by using said volume ID and said issue number; 
generating a pseudo random number; 

double-encrypting said encrypting key with said pseudo random number and said public key into a 
double encrypted data; 

sending said double-encrypted data to said client; in said client, 
obtaining a secret key of said user which con-esponds to said public key; 
obtaining said encrypting key by decrypting said double-encrypted data with said secret key; 
decrypting said encrypting key-encrypted application with said obtained encryptirig key into applica- 
tion data while passing said application data to said means for playing an application. 

1 2. A method as defined in claim 1 0 or 1 1 . wherein said means for obtaining a secret key comprises means for reading 
said secret key from a portable memory of said user. 

13. A method as defined in claim 12, wherein said portable memory is an IC card. 

14. In a system comprising a client provided with means for playing an application package and a server connected 
with the client through a communication network for controlling the client, the application package (the volume) con- 
taining, as volume control data, a volume ID and an issue number issued to each of the volumes of said volume ID 
in an issued order, a method for controlling the amount of play time comprising the steps of: 

said client sending said volume ID and said issue number to said server; 

said sender retrieving an expected play time associated with said volume ID and said issue number; and 
said sender adding said expected play time to the value of a total play time associated with said volume ID and 
said issue number. 

15. In a system comprising a client provided with means for playing an application contained in an application package 
and a server connected with the client through a communication network for controlling the client, the application 
package (the volume) containing, as volume control data, a volume ID, an issue number issued to each of the vol- 
umes of said volume ID in an issued order and an application ID for the application, a method for controlling the 
amount of play time comprising the steps of: 

said client sending said volume ID, said issue number and said application ID to said server: 
said server retrieving an expected play time associated with said volume ID, said issue number and said appli- 
cation ID; and l^^ ^ 
said server adding said expected play time to the value of a total play time associated with said volume ID and 
said issue number. 
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16. In a system comprising a client provided with means for playing an application contained in an application package 
and a server connected with the client through a communication network for controlling the client, the application 
package (the volume) containing, as volume control data, a volume ID and an Issue number Issued to each of the 
volumes of said volume ID in an issued order, a method for controlling the amount of play time comprising the steps 

5 of: 

said client and said server interactively measuring, as a measured play time, a play time of said application: 
and 

said server adding said measured play time to the value of a total ptay time associated with said volume ID and 
10 said issue number. 

1 7. A method as defined in claim 1 6. wherein said step of measuring a play time comprises the step of using a timer of 
said server. 

IS 18. A method as defined in claim 16, wherein said step of measuring a play time comprises the step of using a timer of 
said client. 

19. In a system comprising a client for playing an application package and a server connected with the client through 
a communication network wherein the application package (the volume) comprises application data and control 

20 data and at least a part of the control data has been added to the volume after the creation of said volume, a 
method for sending desired data from one side of said client and said server to the other side, the method compris- 
ing the steps of: 

including a secret key of said other side in said at lest a part of said control data; 

25 

in said other side, 

generating a pseudo random number; 

transmitting said pseudo random number to said one side; 

30 

in said one side, 

encrypting said desired data with said transmitted pseudo random number into encrypted data; 
encrypting concatenated data consisting of said pseudo random number and said encrypted data with 
35 said public key of said other side into double-encrypted data; 

sending said double-encrypted data to said other side; 

in said other side. 

40 decrypting said double-encrypted data with a secret key of said other side which corresponds to said 

public key into decrypted data consisting of a decrypted random number portion and another 
decrypted portion; and 

decrypting said another decrypted portion with said transmitted random number to obtain said desired 
data. 

45 

20. A method as defined in claim 19. wherein said generating a pseudo random number includes storing said pseudo 
random number in memory, and wherein the method further comprises the step, executed prior to said decrypting 
said another decrypted portion, of: 

50 in response to a determination that said decrypted random number portion does not coincide with said pseudo 

random number stored in said means for storing said pseudo random number stored in said memory, informing 
said one side of a failure In decryption instead of passing the control to next means. 

21 . In a system conprlsing a client provided with means for playing an application contained in an application package 
55 and a server connected with the client through a communication network, a method for permitting a user to play an 

application contained in a distributed application package which further contains, as volume control data, a volume 
ID for identifying the kind of said distributed application package (said volume), an issue nun^er issued to each vol- 
ume of the kind in an issued order, and an application ID for said application, the method comprising the steps of: 
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proceeding to a next step only if the value of a meter field associated with said volume ID. said issue number 
and said application ID is under the value of a limit value field associated with said volume ID, said issue 
number and said application ID in a volume data table; and 

displaying a message Informing an overlimit on a display device of said client and quit the operation otherwise. 

22. In a system comprising a client provided with means for playing an application contained in an application package 
and a server connected with the client through a communication network, a method for permitting a user to play an 
application contained in a distributed application package which further contains, as volume control data, a volume 
ID for identifying the kind of said distributed application package (said volume), an Issue number issued to each vol- 
ume of the kind in an issued order, an application ID for said application and a limit value for limiting the play of said 
application, the method comprising the steps of: 

proceeding to a next step only if the value of a meter field associated with said volume ID, said issue number 
and said application ID in a volume data table is under said limit value; and 

displaying a message informing an overlimit on a display device of said client and qurt the operation othewise. 

23. A method as defined in claim 21 . wherein said limit value is one of effective date and time, allowable expiration date 
and time, a maximum amount of play time, and an allowable access count. 

24. A method as defined in any of claims 11. 15 and 16. wherein said step of said client sending to said server com- 
prises the steps of: 

said client encrypting at least one of said volume ID, said issue number and said application ID into encrypted 
data; arxi 

said server decrypting said encrypted data. 

25. A system for sending data with a raised security from a first device to a second device through a public telecommu- 
nication network, comprising: 

means provided in said second device for generating a pseudo random number; 
means provided in said second device for transmitting said pseudo random number to said first device; 
means provided In said first device for encrypting said data with said transmitted pseudo random number into 
an encrypted data; u 
means provided in said first device for encrypting concatenated data consisting of said pseudo random number 
and said encrypted data with a public key of said second device into double-encrypted data; 
means provided in said first device for sending said double-encrypted data to said second device: 
means provided in said second device for decrypting said double-encrypted data with a secret key of said sec- 
ond device which corresponds to said public key Into decrypted data consisting of a decrypted random number 
portion and another decrypted portion; and 

means provided in said second device for decrypting said another decrypted portion with said transmitted ran- 
dom number to obtain said data. 

26. A system tor sending a plurality of pieces of data with a raised security from a first device to a second device 
through a public telecommunication network, comprising: 

means provided in said second device for generating a pseudo random number; 
means provided in said second device for transmitting said pseudo random number to said first device; 
means provided in said first device for encrypting each of said pieces of data with said transmitted pseudo ran- 
dom number into an encrypted piece of data; . 
means provided in said first device for encrypting concatenated data consisting of said pseudo random number 
and said encrypted pieces of data with a public key of said second device into double-encrypted data; 
means provided in said first device for sending said double-encrypted data to said second device; 
means provided in said second device for decrypting said double- encrypted data with a secret key of said sec- 
ond device which corresponds to said ptiblic key into decrypted data consisting of a decrypted random number 
portion and said plurality of decrypted data portions; and 

means provided in said second device for decrypting each of said decrypted portions with said transmitted ran- 
dom number to obtain said pieces of data. 
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27. A system as defined in claim 25 or 26. further comprising: 

means, provided in said second device, activated prior to decrypting each of said decrypted portions and 
responsive to a determination that said decrypted random number portion does not coincide with said trans- 
. mitted pseudo random number, for informing said first d»^ice of a failure in decryption instead of passing the 
control to next means. 

28. A system for playing an encrypting key-encrypted application contained in a distributed application package which 
further contains, as volume control data, a user's public key-encrypted encrypting key so encrypted as to be able 
to be decrypted with a secret key of the user into said encrypting key. the system compnsing: 

means for reading said user's public key-encrypted enaypting key from said distributed application package 
(said volume); 

means for obtaining said secret key; . 

means for decrypting said user's public key-encrypted encrypting key with said secret key to obtain said 

encrypting key; ^ ^. . * j 

means for decrypting said encrypting key-encrypted application with said obtained encrypting key to provide 

application data; and 

means for using said application data for playing. 

29. A system for permitting a user to play an encrypting key-encrypted application contained in a distributed application 
package which further contains, as volume control data, a volume ID for identifying the kind of said distributed appli- 
cation package (said volume), an issue number issued to each volume of the kind in an issued order and applica- 
tion IDs. the system comprising: 

a client for playing an application by using application data; and 

a server for controlling said client through a communication network, wherein said client compnses: 
means for reading and sending said volume ID. said issue number and an application ID for said one of 
encrypting key-encrypted applications (said encrypting key-encrypted application) from said volume to said 
server, said server comprises: 

means for retrieving said encrypting key by using said volume ID; 

means for retrieving a public key of said user by using said volume ID and said issue number; 
means for generating a pseudo random number; 

means for double-encrypting said encrypting key with said pseudo random number and said public key into 
a double encrypted data; and 

means for sending said double-encrypted data to said client, and said client comprises: 
means for obtaining a secret key of said user which corresponds to said public key; 
means for obtaining said encrypting key by decrypting said double-encrypted data with said secret key; 
means for decrypting said encrypting key-encrypted application with said obtained encrypting key to pro- 
vide application data; and 
means for using said application data for playing. 

30. A system as defined in claim 28 or 29. wherein said means for obtaining a secret key comprises means for reading 
said secret key from a portable memory of said user. 

31. A system as defined in claim 30, wherein said portable memory is an IC card. 

32. A system for permitting a user to play a distributed application package which further contains, as volume control 
data, a volume ID for identifying the kind of said distributed application package (said volume) and an issue number 
issued to each volume of the kind in an issued order, the system comprising: 

a client for playing said distributed application package; and 

a server for controlling said client through a communication network, wherein: 

said client corrprises means for sending said volume ID and said issue number to said server; and 

said server comprises means for retrieving an expected play time associated with said volume ID and said 

issue number, and means for adding said expected play time to the value of a total play time associated with 

said volume ID and said issue number. 
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33. A system for permitting a user to play an application contained in a distributed application package which further 
contains, as volume control data, a volume ID for identifying the kind of said distributed application package (said 
volume).' an issue number issued to each volume of the kind in an issued order and an application ID for the appli- 
cation, the system comprising: 

a client for playing said application; and 

a server for controlling said client through a communication network, wherein: 

said client comprises means for sending said volume ID, said issue number and said application ID to said 
server; and 

said server comprises means for retrieving an expected play time associated with said volume ID, said issue 
number and said application ID, and means for adding said expected play time to the value of a total play time 
associated with said volume ID and said issue number. 

34. A system for permitting a user to play an application contained in a distributed application package which further 
contains, as volume control data, a volume ID for identifying the kind of said distributed applicat.on package (said 
volume), an issue number issued to each volume of the kind in an issued order and an application ID for the appli- 
cation, the system comprising: 

a client for playing said application; and 

a server for controlling said client through a communication network, wherein: 

said client and said server comprise means for interactively measuring, as a measured play time, a play time 
of said application: and 

said server further comprises means for adding said measured play time to the value of a total play time asso- 
ciated with said volume ID and said issue number. 

35. A system as defined in claim 34, wherein said means for interactively measuring a play time comprises means for 
using a timer of said server. 

36. A system as defined in claim 34, wherein said means for interactively measuring a play time comprises means for 
using a timer of said client. 

37. A system for permitting a user to play an application package (the volume) comprising application data and control 
data wherein at least a part of the control data has been added to the volume after the creation of said volume, the 
system comprising: 

a client for playing said volume: and 

a server for controlling said client through a communication network, wherein said server comprises means for 

storing a secret key of said server and said at least a part of said control data includes a public key conespond- 

ing to said secret key, and wherein the system comprises: 

means provided in said server for generating a pseudo random number; 

means for storing said pseudo random number; 

means provided in said server for transmitting said pseudo random number to said client: 

means provided in said client for encrypting desired data with said transmitted pseudo random number into 

encrypted data: 

means provided in said client for encrypting concatenated data consisting of said pseudo random number and 

said encrypted data with said public key into double-encrypted data; 

means provided in said client for sending said double-encrypted data to said server; 

means provided in said server for decrypting said double-encrypted data with said secret key into decrypted 
data consisting of a decrypted random number portion and another decrypted portion; and 
means provided in said server tor decrypting said another decrypted portion with said transmitted random 
number to obtain said desired data. 

38. A system as defined in claim 37. further comprising: 

means, provided in said server, activated prior to said decrypting said another decrypted portion and respon- 
sive to a determination that said decrypted random nurrtoer portion does not coincide with said pseudo random 
number stored in said means for storing said pseudo random number, for informing said client of a failure in 
decryption instead of passing the control to next means. 
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39. A system for permitting a user to play an application contained in a distributed application package whicli further 
contains, as volume control data, a volume ID for identifying the kind of said distributed application package (said 
volume), an issue number Issued to each volume of the kind In an issued order and application IDs, the system 
conprising: 

a client for playing an application by using application data; and 

a server for controlling said client through a communication netvrork, Vk^herein said client comprises: 
means for reading and sending said volume ID. said issue number and an application ID for said one of 
encrypting key-encrypted applications (said encrypting key-enaypted application) from said volume to said 
server, said server comprises: 

means for proceeding to next step only If the value of a meter field associated with said volume ID, said issue 
number and said application ID Is under the value of a limit value field associated with said volume ID. said 
Issue number and said application ID in a volume data table; and 

means for causing said client to display a mej;sage informing an overlimit on a display device of said client and 
quit the operation othenvise. 

40. A system for permitting a user to play an application contained in a distributed application package which further 
contains, as volume control data, a volume ID for identifying the kind of said distributed application package (said 
volume), an Issue number issued to each volume of the kind in an issued order, application IDs and limit values 
associated with respective application IDs for limiting the play of respective applications, the system comprising: 

a client for playing an application by using application data; and 

a server for controlling said client through a communication network, wherein said client comprises: 
means for reading and sending said volume ID. said Issue number, an application ID for said one of encrypting 
key-encrypted applications (said encrypting key-encrypted application) and a limit value associated with said 
application ID from said volume to said server, and wherein said server comprises: 

means for proceeding to a next step only if the value of a meter field associated with said volume ID, said issue 
number and said application ID in a volume data table is under said limit value; and 

means for causing said client to display a message Informing an overlimit on a display device of said client and 
quit the operation otherwise. 

41 . A system as defined in claim 39, wherein said limit value is one of effective date and time, allowable expiration date 
and time, a maximum amount of ptay time, and an allowable access count 

42. A system as defined in any of claims 29, 33 and 34, wherein said means for sending to said server comprises 
means for encrypting at least one of said volume ID. said issue number and said application ID. 

43. A method for permitting an authentic user to play a desired one of the applications contained in a distributed appli- 
cation package in a system capable of playing an application, wherein said application package (said volume) con- 
tains volume control data including mode codes assigned to said volume and the applications of said volume, the 
method conprising the steps of: 

deciding to use one of predetermined play modes specified by one of said mode codes associated with said 
desired application; and 

playing said desired application In said specified play mode. 

44. A method as defined in claim 43, wherein the method further comprises the step of including, in said mode codes, 
values indicative of a free play mode and at least one limit-attached play mode which con'espond(s) to respective 
limit value(s) used for limiting usage. 

45. A method as defined in claim 44, wherein said step of playing said desired application comprises the step of: 

in response to a determination that said one of said mode codes associated with said desired application 
includes a value Indicative of said free play mode, simply playing said desired application. 

46. A method as defined in claim 44, wherein said step of playing said desired application comprises the step of: 

In response to a determination that said one of said mode codes associated with the desired application 
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includes one of values indicative of said at least one limit-attached play mode, displaying a message to the 
effect that a limit value associated with said one of values has been reached instead of playing said desired 
application if said limit value has been reached. 

47. A method as defined in claim 43, wherein said volume control data further includes a volume ID. an issue number 
and an application ID for each of said applications, and wherein said step of deciding to use one of predetermined 
play modes comprises the steps cH: 

-obtaining saidtsne of said mode codes associated with said desired application and corresponding limit value 
by using said application ID; and 

corrparing said one of said mode codes with a meter value associated with said volume ID. said issue number 
and said application ID. 

48. A method as defined In claim 45. wherein each of said applications has been each encrypted with an encrypting 
l<ey and said volume control data includes a user's public key-encrypted version of said encrypting l^ey (a public 
key-encrypted version encrypting key), and wherein said step of simply playing said desired application comprises 
the steps of: 

reading said user^ piMc k^-erwrypted encrypting key from said volume: 
otTteintrig a user's secret key which corresponds to said user's pul^lic key; 

decrypting said user's public key-encrypted encrypting key with said user's secret key to obtain said encrypting 
key; and 

deaypting said desired application with said obtained encrypting key. 

49. A system for permitting an authentic user to play a desired one of the applications contained in a distributed appli- 
cation package, wherein said application package (said volume) contains volume control data including mode 
codes assigned to said volume and the applications of said volume, the system comprising: 

means for deciding to use one of predetermined play modes specified by one of said mode codes associated 
with said desired application; and 

means for playing said desired application in said specified play mode. 

50. A system as defined in claim 49. wherein the system further comprises means for including, in said mode codes, 
values indicative of a free play mode and at least one limit-attached play mode which correspond(s) to respective 
HrrA value(&) used for limiting usage. 

51. A system as defined in claim 50. wherein said means for playing said desired application comprises: 

means, responsive to a determination that said one of said mode codes associated with said desired applica- 
tion includes a value indicative of said free play mode, for simply playing said desired application. 

52. A system as defined in claim 50. wherein said means for playing said desired application comprises: 

means, responsive to a determination that said one of said mode codes associated with the desired application 
includes one of values indicative of said at least one limit-attached play mode, for displaying a message to the 
effect tfia! a fimil value rosociated with said one of values has been reached instead of playing said desired 
application if said XivrSi value has been reached. 

53. A system asd^ined in claim 49, wherein said volume control data further includes a volume ID. an issue number 
and an application ID for each of said applications, and wherein said means for deciding to use one of predeter- 
mined play modes comprises: 

means for obtaining said one of said mode codes associated with said desired application and corresponding 
limit value by using said application ID; and 

means for comparir^ said one of said mode codes with a meter value associated with said volume ID. said 
issue number and said application ID. 

54. A system as defined in claim 51 , wherein each of said applications has been encrypted with an encrypting key and 
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said volume control data includes a user's public key-encrypted version of said encrypting key (a public key- 
encrypted version encrypting key), and vi^herein said means for simply playing said desired application comprises: 

means for reading said user's public key-encrypted encrypting key from said volume: 

means for obtaining a user's secret key which corresponds to said user's public key; 

means for decrypting said user's public key-encrypted encrypting key with said user's secret key to obtain said 

encrypting key; and 

means for decrypting said desired application with said obtained encrypting key. 

55. A method for permitting an authentic user to play a desired one of the applications contained in a distributed appli- 
cation package in a system comprising a client capable of playing an application and a server connected with said 
client through a communication network, wherein said application package (hereinafter referred to as "said vol- 
ume") contains volume control data including mode codes assigned to said volume and the applications of said vol- 
ume, the method corrprising the steps of: 

said client deciding to use one of predetermined play modes specified by one of said mode codes associated 
with said desired application; and , ^ ^ r ^ ^ 

playing said desired application in said specified play mode by means of cooperation between said client and 
said server. 

56. A method as defined in claim 55. wherein the method further comprises the step of including, in each of said mode 
code, a value indicative of one of a free play mode, a charged play mode and at least one limit-attached play mode, 
wherein said volume control data further comprises a limit value associated with each of said at least one limit- 
attached play mode. 

57. A method as defined in claim 55 or 56. wherein said volume control data further includes a volume ID. an issue 
number, and an application ID for each of said applications, and wherein said step of playing said desired applica- 
tion in said specified play mode includes an application play step of simply playing said specified application. 

58. A method as defined in claim 57. wherein each of said applications contained in a distributed application package 
has been encrypted with an encrypting key and said volume control data includes a user's public key-encrypted 
version of said encrypting key (a public key-encrypted version encrypting key), and wherein said application play 
step comprising the steps of: 

reading said user's public key-encrypted encrypting key from said volume; 
obtaining a user's secret key which con-esponds to said user's public key; 

decrypting said user's public key-encrypted encrypting key with said user's secret key to obtain said encrypting 
key; and 

decrypting said desired application with said obtained encrypting key. 

59. A method as defined in claim 57. wherein each of said applications contained in a distributed application package 
has been encrypted with an encrypting key and said volume control data includes a user's public key-encrypted 
version of said encrypting key (a public key-encrypted version encrypting key), and wherein said application play 
step comprises the steps of: 



in said server. 



retrieving an encrypting key by using said volume ID; 

retrieving a user's public key associated with said volume ID and said issue number; 
double-encrypting said encrypting key with a pseudo random number and said user's public key into a dou- 
ble encrypted data; 

sending said double-encrypted data to said client; in said client. 

obtaining a user's secret key which con-esponds to said user's public key; 

obtaining said encrypting key by decrypting said double-encrypted data with said user's secret key; 

decrypting said desired application with said obtained encrypting key. 

60. A method as defined in claim 57. wherein said step of playing said desired application further comprises the steps, 
executed prior to said application play step, of: 
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said server retrieving an expected play time associated with said desired application: and 
displaying said expected play time on a display device of said client. 

61 . A method as defined in claim 57, wherein said step of playing said desired application further comprises the steps 
of: 

measuring, as a measured play time, a duration of said application play step; 

adding said measured play time to a play time meter associated with said mode code to obtain a total amount 
of play time; and . . , i- 4 

displaying said measured play time and said total amount of play time on a display device of said client after 
said application play step. 

62. A method as defined in claim 61 . wherein said step of measuring a duration comprises the step of measuring said 
play time by using a timer of said server. 

63. A method as defined in claim 61 . wherein said step of measuring a duration comprises the step of measuring said 
play time using a timer of said client. 

64. A method as defined in claim 57. wherein said step of deciding to use one of predetermined play modes comprises 
deciding to use said charged play mode if said one of said mode codes associated with said desired application 
includes a value indicative of said charged play mode, and wherein said step of playing said desired application 
comprises the steps of: 

said client obtaining and sending a credit card number of said user to said server; 

proceeding to a next step only if the credit card of said number is found to be valid from a reference to an asso- 
ciated credit company; _^ . . ^. 
displaying, on a display device of said client, a charge for play decided based on a measurement of a duration 
of said application play step and a total amount of play charges after said application play step; and 
said server charging said play to said credit card number. 

65. A method as defined in claim 64. wherein said step of playing said desired application further comprises the steps, 
prior to said application play step, of: 

displaying, prior to said application play step, an expected charge and an expected total amount of charges on 
said display device; and 

letting the user decide whether to play said desired application. 

66. A method as defined in claim 64, wherein said step of said client obtaining and sending a credit card number of said 
user to said server comprises the steps of: 

in said server, 

generating a pseudo random number; 

storing said pseudo random number in memory; 

transmitting said pseudo random number to said client: 

in said client, 

prompting said user to input said credit card number: 

double-encrypting said credit card number first with said transmitted random number and then with a 
sever's public key included in said volume control data into a double-encrypted numt^er; 
sending said double-encrypted number to said server; in said server. 

decrypting said double-encrypted number with a server's secret key into a deaypted random number and 
another decrypted data: and 

decrypting said another decrypted data with said transmitted random number to obtain said credit card 
number. 

67. A method as defined in daim 66. wherein said step of said client obtaining and sending a credit card number of said 



24 




EP 0 840 194 A2 

user to said server further comprises the steps, executed prior to said step of decrypting said another encrypted 
data, of: 

proceeding to a next step only if said decrypted randon) number coincides with said pseudo random nurTt>er 
which has been stored In said memory; and 

displaying a message Informing a failure In decryption and quitting the operation otherwise. 

68. A method as defined in claim 57 wherein said step of deciding to use one of predetermined play modes comprises 
deciding to use one of said at least one limit-attached play mode H said one of said mode codes associated with 
said desired application Includes a value Indicative of said one of said at least one limit-attached play mode, and 
wherein said step of playing said desired application conprises the step of: 

in response to a determination that a meter value associated with said one of said mode codes associated with 
said desired application in a record Identified by said volume ID. said Issue number and an application ID of 
said desired application In a volume data table has reached a limit value associated with said mode code, dis- 
playing a message informing an overlimit on a display device of said client instead of executing said application 
play step. 

69. A method as defined in claim 68, wherein said limit value is one of effective date and time, allowable expiration date 
and time, a maximum amount of play time, and an allowable access count. 

70. A system for playing a distributed application package in one of predetermined play modes in concert with a sender, 
wherein the application package contains a data set encrypted with an encrypting key {a K-encrypted data set) for 
each of at least one application and volume control data for use in controlling operation of the system and the 
sender and the volume control data includes mode codes defining said play modes, the system comprising: 

means for permitting a user to select one of said at least one application of said volume; 

means for deciding to use one of said predetermined play modes associated with one of said mode codes 

assigned to said selected application; and 

means for playing said selected application in said selected play mode in concert with said sender. 

71 . A system as defined in claim 70, wherein each of said mode codes includes one of values for a free play mode, a 
charged play mode and at least one limit-attached play mode. 

72. A system as defined in claim 70, wherein said volume control data further includes a volume ID, an Issue number 
and an application ID for each of said applications, and wherein said means for playing said selected application in 
said selected play mode at least comprises: 

means for setting said server for said selected play mode by sending to said server said volume ID. said issue 
number, and the application ID and said mode code associated with said selected application; and 
application play means for simply playing said specified application. 

73. A system as defined in claim 72. wherein said volume control data further includes a user's public key-encrypted 
encrypting key, and wherein said application play means comprises: 

means for reading said user's public key-encrypted encrypting key from said volume; 
means for obtaining a user's secret key which corresponds to said user's public key; 

means for decrypting said user's public key-encrypted encrypting key with said user's secret key to obtain said 
encrypting key; and 

means for decrypting the K-encrypted data set of said selected application with said obtained encrypting key. 

74. A system as defined in claim 73. wherein means for decrypting said user's public key-ericrypted encrypting key and 
said means for decrypting the K-encrypted data set are realized as an integrated circuit. 

75. A system as defined in claim 72, wherein said application play means comprises: 

means for receiving double-encrypted data from said server; 

means for obtaining a user's secret key which corresponds to said user's public key; 
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means for obtaining said encrypting key by decrypting said double-encrypted data with said user's secret key; 
and 

means for decrypting the K-encrypted data set of said selected application with said obtained encrypting key. 

76. A system as defined in claim 75, wherein means for obtaining said encrypting key and said means for decrypting 
the K-encrypted data set are realized as an integrated circuit 

77. A system as defined in claim 74 or 76, wherein said integrated circuit is incorporated into said means for obtaining 
a user's secret key. 

78. A system as defined in claim 73, wherein said means for deciding to use one comprises means for deciding to use 
a free play mode and wherein said means for playing said selected application further comprises: means, prior to 
said application play means, of: 

means for receiving data from said server; and 

displaying said data as an expected play time for said selected application. 

79. A system as defined in claim 73, wherein said means for deciding to use one of said predetermined play modes 
comprises means for deciding to use a free play mode, and wherein said means for playing said selected applica- 
tion further conprises: 

means for causing said server to obtain, as a measured play time, data of a operation period of said application 
play means; 

means for receiving first and second data from said server; and 

means for displaying, just after the completion of operation by said application play means, said first and sec- 
ond data as said measured play time and a total amount of play time, data as said measured play time and a 
total amount of play time. 

80. A system as defined in claim 79, wherein said means for causing said server to obtain data of said operation period 
comprises means for informing said server of the start and the end of operation by said application play means to 

. utilize a timer of said server. 

81. A system as defined in claim 79, wherein said means for causing said server to obtain data of a operation period 
comprises: 

means for measuring said operation period of said application ptay means; and 

means for sending said operation period to said server for use in a calculation of said total amount of play time. 

82. A system as defined in daim 72, wherein said means for deciding to use one comprises means for deciding to use 
a charged play mode and wherein said means for playing said selected application further comprises: 

means for obtaining and sending a credit card number of said user to said server; 

means responsive to a verrtication result of said credit card from said server for starting a next process only if 
said result is positive; and 

means for displaying a charge for play decided based on a measured play time of said application play means 
and a total amount of play charges after operation of said application play means. 

83. A system as defined in claim 82, wherein said means for playing said selected application further conprises: 

means activated prior to operation of said application play means for displaying an expected diarge and an 
expected total amount of charges and letting the user decide whether to play said selected application. 

84. A system as defined in claim 82. wherein said volume control data of said distributed application package further 
includes a saver's public key, and wherein said means ifor obtaining and sending a credit card number of said user 
to said server comprises: 

means for prompting said user to input said credit card number; 
means for receiving a random number from said server; 
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means for obtaining said server's public key from said volume; 

means for double-encrypting said credit card number first with said random number and then with said server's 

public key into a double-encrypted data; 

sending said double-encrypted number to said server; 

85. A system as defined in claim 84, wherein said means for said client obtaining and sending a credit card number of 
said user to said server further comprises: 

means responsive to a positive result of random number check from said server for starting a next process; and 
means responsive to a negative result of said random number check from said server for displaying a message 
indicative of a failure in said random number check and quitting the operation for said selected application. 

86. A system as defined in claim 72, wherein: 

said means for deciding to use one comprises means for deciding to use a limit-attached play mode; and 
said sending to said server includes sending a limit value associated with said mode code, and wherein said 
means for playing said selected application further comprises: 

means operative prior to operation of said application play means for receiving from said server a limit check 
result indicative of whether a limit value associated with said mode code has been reached; and 
means responsive to an over limit case of said result for starting a next operation. 

87. A system as defined in claim 86, wherein said limit value is one of effective date and time, allowable expiration date 
and time, a maximum amount of play time, and an allowable access count 

88. A system for controlling through a communication network a client device to play a distributed application package 
in one of predetermined play modes, wherein the application package contains a data set encrypted with an 
encrypting key (a K-encrypted data set) for each of at least one application and volume control data for use in con- 
trolling operation of the system and the client and the volume control data includes a volume ID. an issue number, 
an application ID for each of said applications, and a mode code for said volume or mode codes for said applica- 
tions, the system comprising: 

volume data table for storing, for each volume, said volume ID, said issue number, said mode code for said vol- 
ume, and said application ID and said mode code for each of said applications; 

means for receiving a service request, a volume ID, an issue number, an application ID and a mode code and 
other data from said client; 

means for storing said received application ID. said received mode code and other data in appropriate fields of 
a record identified by said volume ID and said issue number; 

means responsive to a determination that there is no record identified by said volume ID and said issue number 
in said volume data table for adding said record in said volume data table and storing said received application 
ID and mode code and said other data in relevant fields of said record; and 

means operative on the basis of said received mode code for deciding to subsequently passing the control to 
means for supporting a play mode associated said received mode code. 

89. A system as defined in claim 88. wherein said means for supporting a play mode at least comprises means for sup- 
porting application play means, of client, for simply playing an application identified by said received application ID. 
and wherein said means for supporting said application play means of said client comprises: 

first means for associating a given volume ID with a corresponding encrypting key; 

second means for associating both a given volume ID and issue number with a corresponding user's public 
key; 

means for retrieving an encrypting key associated with said received volume ID from said first means: 
means for retrieving a user's public key associated with said received volume ID and issue number from said 
second means; 

means for double-encrypting said encrypting key with a pseudo random number and said user's public key into 

a double encrypted data; and 

sending said double-encrypted data to said client. 

90. A system as defined in claim 89, further comprising an application data table for storing data for each kind of appli- 
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cation, wherein said received mode code defines a free play mode, and wherein said means for supporting a play 
mode associated said received mode code conprises: 

means, activated prior to an operation of said means for supporting application play means of said client, for 
retrieving an expected play time associated with said received application ID from said application data table; 
and 

means for sending said ejqpected play time to said client. 

91. A system as defined in claim 89. wherein said received mode code defines a free play mode, and wherein said 
means for supporting a play mode associated said received mode code comprises: 

means for measuring, as a measured play time, a duration of application play; 

means for adding said measured play time to a play time meter associated with said received mode code in 
said volume data table to obtain a total amount of play time; and 

means for sending said measured play time and said total anriount of play time to said client. 

92. A system as defined in claim 91 . wherein said means for measuring a duration comprises: 

means responsive to a notice of the start of operation by said application play means of said client for starting 
a timer; and 

means responsive to a notice of the end of said operation for stopping said timer. 

93. A system as defined in claim 91 , wherein said means for measuring a duration comprises: 

means for receiving a measured duration from said client. 

94. A system as defined in claim 88. wherein said received mode code defines a charged play mode, and wherein said 
means for supporting a play mode associated said received mode code comprises: 

means for receiving a credit card number of said user from said server; 

means, responsive to a determination, from a verification of said credit card number, that said credit card 
number is not valid, for informing said client of invalidity and quitting the operation of said means for supporting 
a play mode; 

means, responsive to a determination, from said verification of said credit card number, that said credit card 
number is valid, for informing said client of a validity and proceeding to a next operation; and 
means for charging said play to said credit card number. 

95. A system as defined in claim 94, wherein said means for supporting a play mode associated said received mode 
code further comprises: 

means activated prior to operation of said application play means of said client for retrieving an expected 
charge from said application data table by using said received application ID; 

means for calculating a sum of said expected charge and a value of a charge meter associated with said 
received volume ID or application ID depending on said received mode code; 

means operative prior to operation of said application play means for sending said expected charge and said 
sum to said client: and 

means responsive to a receipt of a message of quitting for quitting said means for supporting a play mode. 

96. A system as defined in claim 94, wherein said means for receiving a credit card number of said user from said 
server comprises: 

means for generating a pseudo random number; 
means for storing said pseudo random number in memory; 
means for transmitting said pseudo random number to said client; 
means for waiting for a doubie-encrypted data from sard client; 
means for obtaining a server^s secret key; 

means for decrypting said double-encrypted number with said sen/er's secret key into a decrypted random 
number and another decrypted data; arxJ 
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means for decrypting said another encrypted data with said transmitted random number to obtain said credit 
card number. 

97. A system as defined in claim 96, wherein said means for obtaining a user's secret key comprises means for reading 
5 said user's secret key from a portable memory of said user. 

98. A system as defined in claim 96, wherein said means for receiving a credit card number of said user from said 
server further comprises: 

10 means responsive to a determination, made prior to said decrypting said another, that said decrypted random 

number coincides with said pseudo random number which has been stored in said memory for sending an ena- 
ble message to said client and proceeding to a next operation; and 

means responsive to a determination, made prior to said deaypting said another, that said decrypted random 
number does rot coincide with said pseudo random number which has beeri stored in said memory for sending 
IS a disable message to said client and quitting said supporting a play mode. 

99. A system as d^ined in claim 88, wherein: 

said received mode code defines a limit-attached play mode; and 
20 means for receiving a service request further receives a limit value associated with said mode code, and 

wherein said means for supporting a play mode associated said received mode code comprises: 
means for proceeding to a next operation only if the value of a software meter associated with said mode code 
in said volume data table is under said limit value: and 

means for sending a message informing an over limit to said client and quitting the operation of said means for 
ss supporting a play mode associated said received mode code if the value of a software meter associated with 

said mode code in said volume data table Is not under said limit value. 

1 00. A system as defined in claim 99, wherein said limit value is one of effective date and time, allowable expiration date 
and time, a maximum amount of play time, and an allowable access count 

30 

1 01 .A system as defined in any of claims 54. 73 and 75, wherein said means for obtaining a user's secret key comprises 
means for reading said user's secret key from a portable memory of said user. 

102. A system as defined in claim 28 or 29. wherein said means for obtaining said secret key comprises means for read- 
35 ing said user's secret key from a portable memory of said user. 

103. A method as defined in any of claims 10, 11. 19, 21. 22 and 55. wherein said application package is recorded on a 
package media. 

40 1 04.A method as defined in claim 1 03, wherein said package media is of a write-once type, and said client is a system 
capable of playing said package media of said write-once type. 

1 05. An application package as defined In claim 1 , wherein said package media is distributed to a purchaser thereof or 
a subscriber thereof via a transmission media. 

45 

106. A system as defined in any of claims 28, 29, 37, 39. 40, 70 and 88, wherein said application package is recorded 
on a package media. 

107. A system as defined in claim 106. wherein said application package is recorded on a package media of a write- 
so once type. 

108. A system as defined in claim 106, wherein at least a part of said volume control data is recorded, after manufac- 
turing said package media, in an area different from a data area where said at least one application Is recorded. 

55 109.A system as defined in claim 108, wherein said client is a system provided with means for playing said package 
media of said write-once type. 

110.A system as defined in any bf claims 28, 29. 37, 39. 40. 70 and 88. wherein said application package is recorded 
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on a DVD and at least a part of said volume control data is recorded, after manufacturing said package media, in a 
BCA (burst cutting area) of the DVD. and wherein said client is a system provided with means lor playing said DVD. 

1 1 1 .A method as defined in any of claims 1 0, 11 . 1 9, 21 , 22. 43 and 55. wherein the application package has been dis- 
tributed to a purchaser thereof or a subscriber via a transmission media and at least a part of said volume control 
data has been added to said application package after preparing said application package. 

1 1 2.A system as defined in any of claims 28. 29. 37. 39. 40. 49. 70 and 88. wherein said application package has been 
distributed to a purchaser thereof or a subscriber thereof via a transmission media and at least a part of said vol- 
ume control data has been added to said application package after preparing said application package. 



30 



EP 0 840 194 A2 



FIG. 1 



CONTROLLER 


RAM 




EEPROM - 



,100 



-103 



10 



146 



DISPLAY 
r7 



140 



VIDEO 
DECODER 



142 



AUDIO 
DECODER 



144 



HUMAN IFs 



150- 



DVD DRIVER 
DEMODULATION 
& 

ERROR CORREaiON 
^ 



130 



102 



/I 



120 



IC CARD 
IF 



COMMUNICATION IF 



CLIENT 




1 



PWu 
SKu 




COMMUNICATION IF 



CONTROLLER 



IC 

CARD 
IF 



IC 

CARD 



31 



EP 0 840 194 A2 



FIG. 2 



20 



BURST CUTTING AREA 


DISTRIBUTION DESCRIPTOR 


DATA AREA 


VOLUME DESCRIPTOR 


VOLUME CONTROL PROGRAM 


APPLICATION 
(APPLICATION) 



,23 
,22 
,24 
.21 



FIG. 3 



,25 
,26 



,27 
,28 



VOLUME IDENTIFIER (VIDv) 



PROVIDER IDENTIFIER (PI Dp) 



VOLUME CREATION DATE AND TIME 



VOLUME EFFECTIVE DATA AND TIME 



(APPLICATION IDENTIFIER 1) 



29 



(APPLICATION IDENTIFIER 2) 



32 



m 



EP 0 840 194 A2 



F/G. 4 

VOLUME ISSUE NUMBER (NOvl) 



23 



SERVER PUBLIC KEY (PK1) 



-30 



,31 



(PK2) 



PKu-ENCRYPTED AP-ENCRYPTING KEY (Kv) = el (PKu, Kv) 



SALES DATE AND TIME 



TERMS-OF-USE CODE PLUS LIMIT VALUE FOR THE VOLUME 



,32 



,33 
,34 



(TERMS-OF-USE CODE PLUS LIMIT VALUE FOR APPLICATION 1) 
— >35 

(TERMS-OF-USE CODE PLUS LIMIT VALUE FOR APPLICATION 2) 



33 



EP 0 840 194 A2 



FIG. 5 




1 



.502 



THE APPLICATION- 
SELECTED APPLICATION 



510 



DISPLAY APPLICATION TITLES; 
AND PROMPT THE USER TO 
SELECT DESIRED ONE 



READ FIELD 34 




.506 



THE APPLICATION— 
SELECTED APPLICATION 



YES/ THE TOU CODE FIELD 35 FOR 
THE APPLICATION IS EM PTY ? 

i Nn 



508 




PLAY AN APPLICATION 
FREE OF CHARGE 



c 



FREE 

PLAY MODE 



PLAY AN APPLICATION 
IN USAGE-SENSITIVE 
CHARGING 



CHARGED 
PLAY MODE 



PERMIT 



HT PLAY 



ONLY WHEN THE 
METER IS UNDER 
A PRESTT LIMIT 



LIMIT- 
ATTACHED 
PLAY MODE 



END 



34 




35 




36 



EP 0 840 194 A2 



FIG. 9 



PUY AN APPLICATION FREE OF CHARGE 

650 

CLIENT 2 (CADDc) SERVER 8 (SIDs) 



C START ) 

j ^.660 

I EXECUTE THE INITIAL ROUTINE 80 | 



i: 1 ,^670 

EXECUTE AN EXPECTED PLAY TIME P 
INFORMING ROUTINE _J 



EXECUTE A TIMED PLAY AND METERED 
USAGE REPORT ROUTINE 



37 



• 



EP0a40194 A2 



Oi 



CO 



o 

o o 

CO 
CO 

•< UJ 



z o 
o cc 



oc 



0£ =C 



esj 



^ + 



> 
cc 



LU O LU O 

o _ o 

O A o 
LU LU 

=D I— =D^— 
o o o o 

h- LUt— UJ 



CO 



\ 



»— o 

X<J> 



LU CD 



LU O 
CO K- 



jO 



(0 
CD 



CO 
LU 



O 

a: 



CD 



S5 







>- 




AT 
















CD 




A LU 








tUh- 








1— O LU 








O LU S 




o 




LU O. — 




o 








z 






^ 


HE 


► 






1— 

LU 








> 








LU 




Q_ LU -< 




bt 




COS 1— 

o 




cc 









2E 

LU 

S3 

LU 
X 



38 




39 



EP 0 840 194 A2 



FIG. 12 A 



FIG. 12B 



TIMED APPLICATION-PLAY SUBROUTINES 

. 205a 205b . . 

' A ( START J 



SERVER 



1 




INFORM A START OF PLAY| 






CALL AN APPLICATION 
PLAY SUBROUTINE 






INFORM A STOP OF PUY | 







610 



612 



614 



611 



X 



2 



CLIENT STARTED ? 



YES 



START A TIMER 



613 



615 



( CLIENT STOPPED ? y — ' 
[YES c,-, 



( RETURN ) 



A STOP THE TIMER 

( RETURN ) 



.617 

1 



FIG. 13A 



FIG. 13B 



CLIENT 
(CADDc) 



TIMED APPLICATION-PLAY SUBROUTINES 
205ac 205bc 



( START J 

i ,620 



START A T IMER 
i 



CALL AN APPLICATION 
PLAY SUBROUTINE 



I 



STOP THE TIMER 



SEND THE PLAY TIME 
TO THE CLIENT (SIDs) 

(_ RETURN J 



622 

624 
626 



( START ) SER 



RECEIVE THE 
PLAY TIME 



( RETURN ^ 



SERVER 
Ds) 




623 



40 



EP 0 840 194 A2 



FIG. 14 



PWu 
SKu- 



APPLICATION PLAY SUBROUTINE 
CLIENT 



Q START ) 



600 



.3 / 




1 




READ el (PKu, Kv) FROM DVD | 






READ SKu FROM IC CARD | 






DECRYPT el (PKu. Ku) WITH SKu ; 


el (PKu. Kv) ^ 


' Kv 






e(Kv,AP) -j^ AP, WHILE PASSING 


AP TO AV OUTPUT 


IF 140 







,602 



,604 



,606 



610 



,608 



( RETURN 



41 



EP 0 840 194 A2 



FIG. 15 



PLAY AN APPLICATION ON USAGE-SENSITIVE CHARGING 
(CHARGED PLAY MODE) 

CLIENT ( START 



(CADDc) 



SERVER 
(SIDs) 



EXECUTE THE INITIAL ROUTINE 80 



630 



.640 



THE CLIENT 2 DISPLAYS AN EXPECTED CHARGE AND A TOTAL 
AMOUNT OF CHARGES RECEIVED FROM THE SERVER 8 ; AND LET THE 
USER DECIDE WHETHER TO PLAY THE DESIRED APPLICATION. 



650 



THE SERVER 8 OBTAINS A USER' S CREDIT CARD NUMBER (CCNOu) 
THROUGH THE CLIENT 2 KEEPING THE SECURITY OF THE CARD NUMBER. 




665 



display a 
message to 
the effect 

QnT) 



YES 




CREDIT 
COMPANY 



INFORM 
INVALIDITY 



(InT) 



/I 



667 



INFORM VALIDITY 



.675 



EXECUTE TIMED PLAY AND METERED CHARGE REPROT ROUTINES 



680> 



CHARGE THE PLAY TO THE 
OBTAINED CREDIT CARD NO. 



1 ' 

( END ~^ 



( END ) 



42 



EP 0 840 194 A2 




43 




44 




45 



EP 0 840 194 A2 



FIG. 19 



CLIENT 



800 



824 



START ) 



SERVER 
801 



EXECUTE THE INITIAL ROUTINE 80 




DISABLE MESSAGE 9 
NO 



YES 



810 

1 ^ 

METER HAS \yes 
REACHED THE V-i 
LIMIT VALUE ? / 



.826 



DISPLAY 
OVER LIMIT 
MESSAGE 



( END 3 



822 



NO 



,820 



RETURN 
OVER LIMIT 
MESSAGE 



RETURN 
UNDER LIMIT 
MESSAGE 



EXECUTE THE EXPECTED PLAY TIME 
INFORMING ROUTINES OTa AND 97b 



i_^828 



EXECUTE THE APPLICATION 
PLAY SUBROUTINE 600 



c 



830 



END 



46 




47 



EP 0 840 194 A2 




48 



EP 0 840 194 A2 



FIG. 23 



THE HIGHER DIGIT OF 
TERMS-OF-USE CODE 
(HEXADECIMAL) 


THE TERMS-OF-USE CODE IS APPLIED TO : 


0 


THE ENTIRE VOLUME 


1 


APPLICATION 1 


2 


APPLICATION 2 






i 

i 

XYH(X,Y = 1.2. -.F) 
♦ 

i 
1 
1 


THE LOWER DIGIT OF 
TERMS-OF-USE CODE 
(HEXADECIMAL) 


CORRESPONDING LIMIT VALUE 


0 


NONE 


1 


NONE 


2 


THE EFFECTIVE DATE AND TIME 


3 


THE ALLOWABLE EXPIRATION DATE AND TIME 


4 


THE MAXIMUM AMOUNT OF USED PERIOD 


5 


THE ALLOWABLE ACCESS COUNT 







36 



,37 

(FREE) 
(CHARGED) 



49 



EP 0 840 194 A2 



FIG. 24 



101 



CONTROLLER 


RAM 




EEPROM 



100a 



130 



140 



DISPLAY 



148 





,42 


VIDEO 
DECODER 




1^144 


AUDIO 
DECODER 







HUMAN IFs 



i 110 



DVD DRIVER 
DEMODULATION 
& ERROR 
CORRECTION 



102 



120 



IC CARD 
IF 



FIG. 26 

FREE PLAY MODE 

650a ^ 

— ^ ( START ) 

i .660a 

EXECUTE AN INITIAL ROUTINE 80c[ 

EXECUTE AN EXPECTED PLAY ^ 
TIME INFORMING ROUTINE 

\ ,680a 



EXECUTE A TIMED PLAY AND V 
METERED USAGE REPORT ROUTINE 



1 r 

( END 



so 



EP 0 840 194 A2 




THE APPLICATION-^ 
SELECTED APPLICATION 



510 



READ FIELD 3A 




650a 



YES 



PLAY AN APPLICATION 
FREE OF CHARGE 



FREE PLAY MODE 



1 



502 



DISPLAY APPLICATION TITLES; 
AND PROMPT THE USER TO 
SELECT DESIRED ONE 



504 




506 



YES 



THE APPLICATION- 
SELECTED APPLICATION 




508 

^ 


/ THE TOU CODE 
\ THE APPLICATI 


FIELD 35 FOR \ 
ON IS EMPTY ? / 



.800a 



PERMIT THT PLAY 
ONLY WHEN THE 
METER IS UNDER 
A PRESTT LIMIT 



LIMIT-ATTACHED 
PLAY MODE 



( END 



51 




EP 0 840 194 A2 



FIG. 27 



C START ) 



.80c 



86 



S THERE A RECORD CONTAINING 
IDv AND NOV i IN TABLE 60 9 





90 



71 



YES 



.88 



ADD THE RECORD FOR VI Dv 
AND NOvi ; AND STORE LIMIT 
VALUE AND AIDv i-a IN TABLE 60 



SELECT THE ROUTINE TO EXECUTE NEXT ACCORDING TO 
THE VALUE OF TOU CODE ; AND ENTER THE ROUTINE 



Y 
Y 
Y 



91 



92 



95 



Y 
Y 

Y_ 

Y 
Y 



620 
622 
624 

2TF 
218 



-670a 



.680a 



(205ac)' 



( END j 



52 



EP 0 840 194 A2 



FIG. 28 

LIMIT-ATTACHED PLAY MODE 
START ) 



( 



810 



METER ASSOCIATED WITH TOU CODE \^E1 
HAS REACHED THE LIMIT VALUE ? 



NO 



.828a(=670a) 



EXPECTED PLAY 
TIME INFORMING 
ROUTINE 

,91 



-1^ 



92 



95 



828 



OlSPL 

OVER 

MESSA 


AY 

LIMIT 
GE 






END 



EXECUTE THE 
PLAY SUBROUl 


APPLICATION 
riNE 600 




r 



830 



END ) 



53 



